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l.
| NTRODUCT| ON

Pr ocedur al Backgr ound

Before us are notions for a prelimnary injunction
filed by plaintiffs who chall enge on constitutional grounds
provi sions of the Conmuni cations Decency Act of 1996 (CDA or "the
Act"), which constitutes Title V of the Tel ecommuni cati ons Act of
1996, signed into |aw by the President on February 8, 1996.%
Tel ecommuni cati ons Act of 1996, Pub. L. No. 104-104, § 502, 110
Stat. 56, 133-35. Plaintiffs include various organi zati ons and

i ndi vidual s who, inter alia, are associated with the conputer

and/ or comuni cations industries, or who publish or post
materials on the Internet, or belong to various citizen groups.
See ACLU Conplaint (17 7-26), ALA First Anmended Conplaint (17 3,
12- 33).

The defendants in these actions are Janet Reno, the
Attorney Ceneral of the United States, and the United States
Department of Justice. For convenience, we will refer to these
def endants as the Governnent. Plaintiffs contend that the two
chal I enged provisions of the CDA that are directed to

comuni cations over the Internet which mght be deened "i ndecent™

Y The CDA will be codified at 47 U S.C. 8§ 223(a) to (h). 1In

t he body of this Adjudication, we refer to the provisions of the
CDA as they will ultimately be codified in the United States
Code.




or "patently offensive" for mnors, defined as persons under the
age of eighteen, infringe upon rights protected by the First
Amendment and the Due Process Cl ause of the Fifth Anendnent.
Plaintiffs in Cvil Action Nunber 96-963, in which the
lead plaintiff is the Arerican Civil Liberties Union (the
ACLU),? filed their action in the United States District Court
for the Eastern District of Pennsylvania on the day the Act was
signed, and noved for a tenporary restraining order to enjoin
enforcenent of these two provisions of the CDA. On February 15,
1996, followi ng an evidentiary hearing, Judge Ronald L
Buckwal ter, to whomthe case had been assigned, granted a limted
tenporary restraining order, finding in a Menorandum that 47
US C 8§ 223(a)(1)(B) ("the indecency provision"” of the CDA) was
unconstitutionally vague. On the sane day, Chief Judge Dol ores
K. Sloviter, Chief Judge of the United States Court of Appeals

for the Third Crcuit, having been requested by the parties and

Z The plaintiffs in this action are the Anerican C vil

Li berties Union; Human Ri ghts Watch; El ectronic Privacy

I nformation Center; Electronic Frontier Foundation; Journalism
Educati on Associ ation; Conputer Professionals for Soci al
Responsibility; National Witers Union; Carinet Comrunications
Corp.; Institute for d obal Comrunications; Stop Prisoner Rape;
Al DS Education d obal Information System Bibliobytes; Queer
Resources Directory; Critical Path AIDS Project, Inc.; WIdcat
Press, Inc.; Declan MCullagh dba Justice on Canpus; Brock Meeks
dba Cyberwi re Dispatch; John Troyer dba The Safer Sex Page;
Jonat han Wal | ace dba The Ethi cal Spectacle; and Pl anned

Par ent hood Federation of Anerica, Inc. W refer to these
plaintiffs collectively as the ACLU.
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the district court to convene a three-judge court, pursuant to §
561(a) of the CDA, appointed such a court consisting of, in
addition to Judge Buckwal ter, Judge Stewart Dal zell of the sane
district, and herself, as the circuit judge required by 28 U S. C
§ 2284.

After a conference with the court, the parties entered
into a stipulation, which the court approved on February 26,
1996, wherein the Attorney Ceneral agreed that:

she will not initiate any investigations or
prosecutions for violations of 47 U S.C. 8§
223(d) for conduct occurring after enactnent
of this provision until the three-judge court
hears Plaintiffs' Mtion for Prelimnary
Injunction . . . and has deci ded the notion.

The Attorney Ceneral's commtnment was qualified to the extent
t hat :

her full authority to investigate or
prosecute any violation of 8 223(a)(1)(B), as
amended, and 8 223(d) as to conduct which
occurs or occurred during any period of time
after enactment of these provisions
(including for the period of tinme to which
this stipulation applies) should the Court
deny plaintiffs' nmotion or, if the notion is
granted, should these provisions ultimtely
be uphel d.

Stipulation, 1 4, in C.A No. 96-963.



Shortly thereafter, the Anerican Library Association,

Inc. (the ALA) and others¥ filed a sinmilar action at C. A No.
96- 1458. On February 27, 1996, Chief Judge Sloviter, again
pursuant to 8 561(a) of the CDA and upon request, convened the
same three-judge court pursuant to 28 U.S.C. § 2284. The actions
wer e consolidated pursuant to Fed. R Cv. P. 42(a), "for al
matters relating to the disposition of notions for prelimnary
injunction in these cases, including the hearing on such
notions."

The parties were afforded expedited di scovery in

connection with the notions for prelimnary injunction, and they

cooperated with Judge Dal zel |, who had been assi gned the case

¥ The plaintiffs in the second action, in addition to the ALA,

are: American Online, Inc.; Anmerican Booksellers Association,
Inc.; American Booksellers Foundation for Free Expression;
Ameri can Soci ety of Newspaper Editors; Apple Conmputer, Inc.;
Associ ation of American Publishers, Inc.; Association of
Publ i shers, Editors and Witers; Citizens Internet Enmpowernent
Coal ition; Commercial Internet Exchange Associ ation; ConpuServe
| ncorporated; Famlies Against Internet Censorship; Freedomto
Read Foundation, Inc.; Health Sciences Libraries Consortium
Hotwi red Ventures LLC, Interactive Digital Software Association;
I nteractive Services Associ ation; Mgazi ne Publishers of America;
M crosoft Corporation; The Mcrosoft Network, L.L.C.; National
Press Phot ographers Associ ati on; Netcom On-Line Conmuni cation
Services, Inc.; Newspaper Association of Anerica; Opnet, Inc.;
Prodi gy Services Conpany; Society of Professional Journalists;
Wred Ventures, Ltd. W refer to these plaintiffs collectively
as the ALA

The eight counts of the amended conplaint in this action
focus on the CDA's anendnent to 47 U.S.C. 8§ 223, and do not
chal I enge the CDA' s anendnent of 18 U S.C. § 1462(c).
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managenment aspects of the litigation. Wile the discovery was
proceedi ng, and with the agreenent of the parties, the court
began receiving evidence at the consolidated hearings which were
conducted on March 21 and 22, and April 1, 12 and 15, 1996. In
order to expedite the proceedings, the parties worked closely

wi th Judge Dal zell and arranged to stipulate to nmany of the
underlying facts and to place rmuch of their cases in chief before
the court by sworn declarations, so that the hearings were

| argely devoted to cross-exam nation of certain of the wtnesses
whose decl arations had been filed. The parties submtted
proposed findings of fact and post-hearing menoranda on April 29,

and the court heard extensive oral argunent on May 10, 1996.%

4 In addition, we have received briefs of am ci curiae

supporting and opposing plaintiffs' contentions. Arguing in
favor of our granting the notions for prelimnary injunction are
Aut hors @uild, American Society of Journalists and Authors, Ed
Carp, Coalition for Positive Sexuality, CONNECTnet, Creative
Coalition on AOL, Tri Dang Do, Fem nists for Free Expression,
Margarita Lacabe, Maggi e LaNoue, LoD Conmuni cations, Peter

Ludl ow, Pal ner Museum of Art, Chuck Mdre, Rod Mrgan, PEN

Aneri can Center, Phil adel phia Magazine, PSINet, Inc., Eric S
Raynmond, Reporters Commttee for Freedom of the Press, Don
Rittner, The Sexuality Information and Educati on Council of the
United States, Lloyd K. Stires, Peter J. Swanson, Kirsti Thonas,
Web Conmuni cations, and Mryam Ehrlich WIlianmson. Qpposing the
notion are the Family Life Project of the American Center for Law
and Justice and a group consisting of The National Law Center for
Children and Fam lies, Fam |y Research Council, "Enough Is
Enough! " Canpai gn, National Coalition for the Protection of
Children and Famlies, and Mrality in Media.
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Statutory Provisions at |ssue

Plaintiffs focus their challenge on two provisions of
section 502 of the CDA which anmend 47 U.S.C. 88 223(a) and
223(d).

Section 223(a)(1)(B) provides in part that any person
ininterstate or foreign conmunications who, "by neans of a

n §/ "

t el ecomruni cati ons devi ce, knowi ngly . . . nakes, creates, or

solicits" and "initiates the transm ssion" of "any comment,

& The Act does not define "tel ecormunications device". By
Order dated February 27, 1996, we asked the parties to address
whet her a nodemis a "tel ecommunications device". Plaintiffs and

t he Governnent answered in the affirmative, and we agree that the
pl ai n meani ng of the phrase and the | egislative history of the
Act strongly support their conclusion. "Telecomunications”
under 47 U.S.C. 8§ 153(48) means "the transm ssion, between or
anong points specified by the user, of information of the user's
choosi ng, wi thout change in the formof content of the
information as sent and received."” The plain neaning of "device"
is "something that is forned or formul ated by design and
usu[ally] with consideration of possible alternatives,
experiment, and testing." Wbster's Third New International
Dictionary, 618 (1986). Cearly, the sponsors of the CDA thought
it would reach individual Internet users, nany of whom still
connect through nodens. See, e.q., 141 Cong. Rec. S8329-46
(daily ed. June 14, 1995) (statenments of Sen. Exon and Sen.
Coat s) .

The resolution of the tension between the scope of
"t el ecommuni cati ons device" and the scope of "interactive
conmput er service" as defined in 47 U S.C. §8 230(a)(2), see infra
note 6, nust await another day. It is sufficient for us to
concl ude that the exclusion of 8§ 223(h)(1)(B) is probably a
narrow one (as the Governnent has argued), insulating an
interactive conputer service fromcrimnal liability under the
CDA but not insulating users who traffic in indecent and patently
of fensive materials on the Internet through those services.
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request, suggestion, proposal, image or other communi cation which
i s obscene or indecent, knowi ng that the recipient of the

comuni cation is under 18 years of age," "shall be crimnally
fined or inprisoned." (enphasis added).

Section 223(d)(1) ("the patently offensive provision"),
makes it a crime to use an "interactive conputer service"¥ to
"send" or "display in a manner avail able" to a person under age
18, "any conment, request, suggestion, proposal, inage, or other
comuni cation that, in context, depicts or describes, in terns
patently of fensive as neasured by contenporary conmunity
st andards, sexual or excretory activities or organs, regardless
of whether the user of such service placed the call or initiated
t he conmuni cation.”

Plaintiffs also chall enge on the sane grounds the
provisions in 8§ 223(a)(2) and 8§ 223(d)(2), which nmake it a crine
for anyone to "knowi ngly permt[] any tel ecomrunications facility
under [his or her] control to be used for any activity

prohi bited" in 88 223(a)(1)(B) and 223(d)(1). The challenged

¥  The statute at § 509 anmends 47 U.S.C. to add § 230(e)(2),

whi ch defines such a service as "any information service, system
or access software provider that provides or enabl es conputer
access by nmultiple users to a conputer server, including
specifically a service or systemthat provides access to the

I nternet and such systens operated or services offered by
libraries or educational institutions.”
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provi sions inpose a punishnment of a fine, up to two years
i mprisonment, or both for each offense.

Plaintiffs nake clear that they do not quarrel with the
statute to the extent that it covers obscenity or child
por nography, which were already proscribed before the CDA s
adoption. See 18 U . S.C. 88 1464-65 (crimnalizing obscene
material); id. 88 2251-52 (crimnalizing child pornography); see
also New York v. Ferber, 458 U S. 747 (1982); Mller v.

California, 413 U S. 15 (1973).

Plaintiffs in the ACLU action al so chall enge the
provi sion of the CDA that crimnalizes speech over the Internet
that transmits information about abortions or abortifacient drugs
and devices, through its anmendnent of 18 U S.C. 8§ 1462(c). That
section now prohibits the sending and receiving of information
over the Internet by any neans regarding "where, how, or of whom
or by what means any [drug, nedicine, article, or thing designed,
adapted, or intended for producing abortion] nay be obtained or
made". The CGovernnment has stated that it does not contest
plaintiffs' challenge to the enforceability of the provision of

the CDA as it relates to 18 U.S.C. § 1462(c).”

v In the Governnent's Qpposition to plaintiffs' notion for a

tenporary restraining order in C.A No. 96-963, it notes "the

Departnment has a | ongstandi ng policy that previous such

provi sions are unconstitutional and will not be enforced", and
(continued. . .)
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As part of its argunent that the CDA passes
constitutional nuster, the Government cites the CDA's "safe
harbor" defenses in new 8§ 223(e) of 47 U S.C., which provides:

(e) Defenses

In addition to any other defenses avail able
by | aw

(1) No person shall be held to have viol ated
subsection (a) or (d) of this section solely for
provi di ng access or connection to or froma
facility, system or network not under that
person's control, including transm ssion,
downl oadi ng, internedi ate storage, access
software, or other related capabilities that are
incidental to providing such access or connection
t hat does not include the creation of the content
of the conmuni cati on.

(2) The defenses provided by paragraph (1)
of this subsection shall not be applicable to a
person who is a conspirator with an entity
actively involved in the creation or know ng
di stribution of conmunications that violate this
section, or who know ngly advertises the
avai lability of such conmunicati ons.

(3) The defenses provided in paragraph (1)
of this subsection shall not be applicable to a

' (...continued)

that both President Cinton and General Reno "have nmade th[e]
point clear"” that no one will be prosecuted under "the abortion-
rel ated provision of new y-anmended 18 U. S.C. 8§ 1462(c)."
Qpposition at 19, n.11 (February 14, 1996). |In view of this

"l ongstandi ng policy", the Government contends there is no
realistic fear of prosecution and, so the argument goes, no need
for equitable relief. 1d. 1In their post-hearing brief, the ACLU
plaintiffs informus that in view of the Governnent's statenent,
"they do not seek a prelimnary injunction against the
enforcement of 8 1462(c)." Post-Trial Brief of ACLU Plaintiffs
at 2 n. 2.
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per son who provi des access or connection to a
facility, system or network engaged in the
violation of this section that is owned or
controll ed by such person.

(4) No enployer shall be held |iable under
this section for the actions of an enpl oyee or
agent unl ess the enpl oyee's or agent's conduct is
wi thin the scope of his or her enpl oynent or
agency and the enployer (A) having know edge of
such conduct, authorizes or ratifies such conduct,
or (B) recklessly disregards such conduct.

(5) It is a defense to a prosecution under
subsection (a)(1)(B) or (d) of this section, or
under subsection (a)(2) of this section with
respect to the use of a facility for an activity
under subsection (a)(1)(B) that a person --

(A) has taken, in good faith, reasonabl e,
ef fective, and appropriate actions under the
circunstances to restrict or prevent access by
mnors to a communication specified in such
subsections, which may involve any appropriate
neasures to restrict mnors from such
comuni cati ons, including any nethod which is
f easi bl e under avail abl e technol ogy; or

(B) has restricted access to such
comuni cation by requiring use of a verified
credit card, debit account, adult access code, or
adult personal identification nunber.

(6) The [Federal Conmunications] Comm ssion
may descri be measures which are reasonabl e,
effective, and appropriate to restrict access to
prohi bi ted comuni cati ons under subsection (d) of
this section. Nothing in this section authorizes
t he Conmission to enforce, or is intended to
provi de the Commi ssion with the authority to
approve, sanction, or permt, the use of such
nmeasures. The Comm ssion shall have no
enforcenent authority over the failure to utilize
such measur es.
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1.
FI NDI NGS OF FACT

Al parties agree that in order to apprehend the |egal

guestions at issue in these cases, it is necessary to have a
cl ear understandi ng of the exponentially grow ng, worldw de
mediumthat is the Internet, which presents unique issues
relating to the application of First Anendnent jurisprudence and
due process requirenents to this new and evol vi ng nmet hod of
comuni cation. For this reason all parties insisted on having
extensive evidentiary hearings before the three-judge court.

The court's Findings of fact are made pursuant to Fed. R
Cv. P. 52(a). The history and basic technol ogy of this medi um
are not in dispute, and the first forty-eight paragraphs of the
foll owi ng Findings of fact are derived fromthe |ike-nunbered

par agraphs of a stipulation? the parties filed with the court.?

¥ The court again expresses its appreciation to the parties

for their cooperative attitude in evolving the stipulation.

& The Governnent has not by notion chall enged the standing of
any plaintiff in either case, and we harbor no doubts of our own
on that point, notw thstanding the Governnent's suggestion in a
footnote of its post-hearing brief. See Defendants' Post-Hearing
Menorandum at 37 n. 46 ("Plaintiffs' assertions as to the speech
at issue are so off-point as to raise standing concerns.").
Descriptions of these plaintiffs, as well as of the nature and
content of the speech they contend is or may be affected by the
CDA, are set forth in paragraphs 70 through 356 at pages 30
t hrough 103 of the parties' stipulation filed in these actions.
These paragraphs will not be reproduced here, but will be deened
(continued. ..)
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The Nature of Cyberspace

The Creation of the Internet and the Devel opnment of Cyberspace

1. The Internet is not a physical or tangible entity,
but rather a giant network which interconnects innunerable
smal | er groups of |inked conputer networks. It is thus a network
of networks. This is best understood if one considers what a
I i nked group of conputers -- referred to here as a "network" --
is, and what it does. Small networks are now ubi quitous (and are
often called "local area networks"). For exanple, in many United
St at es Court houses, conputers are linked to each other for the
pur pose of exchanging files and nmessages (and to share equi pnent
such as printers). These are networks.

2. Sone networks are "closed" networks, not linked to
ot her conputers or networks. Many networ ks, however, are
connected to other networks, which are in turn connected to other
networks in a manner which permts each conputer in any network
to communi cate with conputers on any other network in the system
This gl obal Web of |inked networks and conputers is referred to
as the Internet.

3. The nature of the Internet is such that it is very

difficult, if not inpossible, to deternmine its size at a given

¥ (...continued)

adopted as Findings of the court.
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moment. It is indisputable, however, that the Internet has
experienced extraordinary growh in recent years. 1In 1981, fewer
t han 300 conputers were linked to the Internet, and by 1989, the
nunber stood at fewer than 90,000 conputers. By 1993, over

1, 000, 000 conputers were |linked. Today, over 9, 400,000 host
conmput ers worl dwi de, of which approxi mately 60 percent | ocated
within the United States, are estimated to be linked to the
Internet. This count does not include the personal conputers
peopl e use to access the Internet using nodens. In all,
reasonabl e estimates are that as nmany as 40 nmillion people around
the world can and do access the enornmously flexible conmunication
Internet medium That figure is expected to grow to 200 mllion
| nternet users by the year 1999.

4. Sone of the conputers and conputer networks that
make up the Internet are owned by governnental and public
institutions, sone are owned by non-profit organizations, and
sonme are privately owned. The resulting whole is a
decentralized, gl obal nmedi um of conmunications -- or "cyberspace"
-- that links people, institutions, corporations, and governnents
around the world. The Internet is an international system This
comuni cations nmedium allows any of the literally tens of
mllions of people with access to the Internet to exchange

informati on. These conmuni cati ons can occur al npst
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i nst ant aneously, and can be directed either to specific
i ndividuals, to a broader group of people interested in a
particul ar subject, or to the world as a whol e.

5. The Internet had its origins in 1969 as an
experimental project of the Advanced Research Project Agency
("ARPA"), and was called ARPANET. This network |inked conputers
and conputer networks owned by the mlitary, defense contractors,
and university |laboratories conducting defense-rel ated research.
The network | ater allowed researchers across the country to
access directly and to use extrenely powerful superconputers
| ocated at a few key universities and | aboratories. As it
evol ved far beyond its research origins in the United States to
enconpass universities, corporations, and people around the
wor | d, the ARPANET cane to be called the "DARPA Internet," and
finally just the "Internet."

6. Fromits inception, the network was designed to be
a decentralized, self-maintaining series of redundant |inks
bet ween conput ers and conmput er networks, capable of rapidly
transmtting comruni cati ons w thout direct human invol venment or
control, and with the automatic ability to re-route
comuni cations if one or nore individual |inks were damaged or
ot herwi se unavail able. Anobng other goals, this redundant system

of |inked conputers was designed to allow vital research and
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comuni cations to continue even if portions of the network were
damaged, say, in a war.

7. To achieve this resilient nationw de (and
ultimately gl obal) comruni cations nedium the ARPANET encour aged
the creation of multiple links to and fromeach conputer (or
conmput er network) on the network. Thus, a conputer located in
Washi ngton, D.C., mght be linked (usually using dedicated
t el ephone lines) to other conputers in neighboring states or on
t he Eastern seaboard. Each of those conputers could in turn be
I inked to other conputers, which thenselves would be |inked to
ot her conputers.

8. A communi cation sent over this redundant series of
I i nked conputers could travel any of a nunber of routes to its
destination. Thus, a nmessage sent froma conputer in Washington,
D.C., to a conputer in Palo Alto, California, mght first be sent
to a conmputer in Philadel phia, and then be forwarded to a
conmputer in Pittsburgh, and then to Chicago, Denver, and Salt
Lake City, before finally reaching Palo Alto. |f the nmessage
could not travel along that path (because of mlitary attack,
sinpl e technical mal function, or other reason), the nessage would
automatically (w thout human intervention or even know edge) be
re-rout ed, perhaps, from Washington, D.C. to Ri chnond, and then

to Atlanta, New Ol eans, Dallas, Al buquerque, Los Angeles, and
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finally to Palo Alto. This type of transm ssion, and re-routing,
woul d Iikely occur in a matter of seconds.

9. Messages between conputers on the Internet do not
necessarily travel entirely along the sane path. The Internet
uses "packet swi tching" comunication protocols that allow
i ndi vi dual nessages to be subdivided into smaller "packets" that
are then sent independently to the destination, and are then
automatically reassenbl ed by the receiving conputer. Wile al
packets of a given nessage often travel along the sanme path to
the destination, if conputers along the route becone overl oaded,
t hen packets can be re-routed to | ess | oaded conputers.

10. At the sanme tinme that ARPANET was maturing (it
subsequent|ly ceased to exist), simlar networks devel oped to link
uni versities, research facilities, businesses, and individuals
around the world. These other formal or |oose networks included
Bl TNET, CSNET, FIDONET, and USENET. Eventually, each of these
net wor ks (many of which overl apped) were thensel ves |inked
together, allow ng users of any conputers linked to any one of
the networks to transmit communi cations to users of conputers on
other networks. It is this series of |inked networks (thensel ves
I i nki ng conputers and conputer networks) that is today commonly

known as the Internet.
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11. No single entity -- academ c, corporate,
governmental , or non-profit -- admnisters the Internet. It
exi sts and functions as a result of the fact that hundreds of
t housands of separate operators of conputers and conputer
net wor ks i ndependentl|ly deci ded to use conmon data transfer
protocol s to exchange communi cations and i nformati on with other
conputers (which in turn exchange conmuni cations and i nformation
with still other conputers). There is no centralized storage
| ocation, control point, or comrunications channel for the
Internet, and it would not be technically feasible for a single

entity to control all of the information conveyed on the

| nt er net .
How | ndi vi dual s Access the Internet
12. Individuals have a wide variety of avenues to
access cyberspace in general, and the Internet in particular. In

ternms of physical access, there are two common net hods to
establish an actual link to the Internet. First, one can use a
conmput er or conputer termnal that is directly (and usually

per manent|y) connected to a conputer network that is itself
directly or indirectly connected to the Internet. Second, one
can use a "personal conmputer"” with a "nodent to connect over a

tel ephone line to a |larger conputer or conputer network that is
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itself directly or indirectly connected to the Internet. As
detail ed bel ow, both direct and nodem connections are nade
avai l abl e to people by a wide variety of academ c, governnental,
or commercial entities.

13. Students, faculty, researchers, and others
affiliated with the vast najority of colleges and universities in
the United States can access the Internet through their
educational institutions. Such access is often via direct
connection using conputers |ocated in canpus |ibraries, offices,
or conputer centers, or may be through tel ephone access using a
nodem from a student's or professor's canpus or off-canpus
| ocation. Sonme colleges and universities install "ports" or
outlets for direct network connections in each dormtory room or
provi de access via conputers |located in conmon areas in
dormitories. Such access enables students and professors to use
i nformation and content provided by the college or university
itself, and to use the vast anount of research resources and
ot her information available on the Internet worldw de.

14. Simlarly, Internet resources and access are
sufficiently inportant to many corporations and ot her enpl oyers
that those enployers link their office conputer networks to the
I nternet and provide enpl oyees with direct or nodem access to the

of fice network (and thus to the Internet). Such access m ght be
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used by, for exanple, a corporation involved in scientific or
nmedi cal research or nmanufacturing to enabl e corporate enpl oyees
to exchange information and i deas with academ c researchers in
their fields.

15. Those who | ack access to the Internet through
their schools or enployers still have a variety of ways they can
access the Internet. Many comunities across the country have
established "free-nets"” or conmunity networks to provide their
citizens with a local link to the Internet (and to provide |ocal -
oriented content and di scussion groups). The first such
community network, the C evel and Free-Net Community Conputer
System was established in 1986, and free-nets now exist in
scores of conmunities as diverse as Richnond, Virginia,

Tal | ahassee, Florida, Seattle, Washington, and San D ego,
California. Individuals typically can access free-nets at little
or no cost via nodem connection or by using conmputers avail able
in community buildings. Free-nets are often operated by a | ocal

library, educational institution, or non-profit comunity group.

16. Individuals can al so access the Internet through
many local libraries. Libraries often offer patrons use of
conputers that are linked to the Internet. |In addition, sone

libraries offer tel ephone nodem access to the libraries

conputers, which are thensel ves connected to the Internet.
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| ncreasingly, patrons now use |ibrary services and resources

wi t hout ever physically entering the library itself. Libraries
typically provide such direct or nodem access at no cost to the
i ndi vi dual wuser.

17. Individuals can al so access the Internet by
patroni zi ng an i ncreasi ng nunber of storefront "conputer coffee
shops, " where custoners -- while they drink their coffee -- can
use conputers provided by the shop to access the Internet. Such
Internet access is typically provided by the shop for a small
hourly fee.

18. Individuals can al so access the Internet through
comerci al and non-conmercial "lInternet service providers" that
typically offer nodem tel ephone access to a conputer or conputer
network linked to the Internet. Many such providers -- including
the nenbers of plaintiff Commercial |Internet Exchange Associ ation
-- are commercial entities offering Internet access for a
monthly or hourly fee. Sone Internet service providers, however,
are non-profit organi zations that offer free or very | ow cost
access to the Internet. For exanple, the International Internet
Associ ation offers free nodem access to the Internet upon
request. Also, a nunber of trade or other non-profit

associ ations offer Internet access as a service to nenbers.
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19. Another conmmon way for individuals to access the
Internet is through one of the major national conmmercial "online
services" such as Anerica Online, ConpuServe, the M crosoft
Net work, or Prodigy. These online services offer nationw de
conmput er networks (so that subscribers can dial-in to a |oca
t el ephone nunber), and the services provide extensive and wel |
organi zed content within their own proprietary conputer networks.
In addition to allowi ng access to the extensive content avail able
within each online service, the services also allow subscribers
to link to the nuch larger resources of the Internet. Ful
access to the online service (including access to the Internet)
can be obtained for nodest nonthly or hourly fees. The nmjor
commerci al online services have alnost twelve mllion individual
subscri bers across the United States.

20. In addition to using the national comrerci al
online services, individuals can al so access the Internet using
some (but not all) of the thousands of l|ocal dial-in conputer
services, often called "bulletin board systens” or "BBSs." Wth
an investnent of as little as $2,000.00 and the cost of a
t el ephone |ine, individuals, non-profit organizations, advocacy
groups, and busi nesses can offer their own dial-in conputer
“"bul l etin board" service where friends, menbers, subscribers, or

custoners can exchange ideas and information. BBSs range from
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single conmputers with only one tel ephone line into the conputer
(allowing only one user at a tine), to single conputers with many
tel ephone lines into the conmputer (allowi ng rmultiple simnmultaneous
users), to nmultiple Iinked conputers each servicing rmultiple
dial-in tel ephone Iines (allowing nultiple sinultaneous users).
Some (but not all) of these BBS systens offer direct or indirect
links to the Internet. Sonme BBS systens charge users a nom nal

fee for access, while many others are free to the individual

users.

21. Although conmercial access to the Internet is
growi ng rapidly, many users of the Internet -- such as coll ege
students and staff -- do not individually pay for access (except

to the extent, for exanple, that the cost of conputer services is
a conmponent of college tuition). These and other Internet users
can access the Internet w thout paying for such access with a

credit card or other form of paynent.

Met hods to Communi cate Over the Internet
22. Once one has access to the Internet, there are a
wi de variety of different nethods of conmunication and
i nformati on exchange over the network. These many net hods of
comuni cation and information retrieval are constantly evol ving

and are therefore difficult to categorize concisely. The nost
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comon met hods of communi cations on the Internet (as well as
within the major online services) can be roughly grouped into six
cat egori es:

(1) one-to-one nessaging (such as "e-mail"),

(2) one-to-many nessaging (such as "listserv"),

(3) distributed nmessage databases (such as
"USENET newsgroups"),

(4) real time comunication (such as "Internet
Rel ay Chat"),

(5) real tine renote conmputer utilization (such
as "telnet"), and

(6) renote information retrieval (such as "ftp,"
"gopher,"” and the "Wrld Wde Wb").

Most of these nethods of communication can be used to transmt
text, data, computer prograns, sound, visual imges (i.e.,
pi ctures), and noving video inages.

23. One-to-one nessaging. One et hod of conmmuni cation

on the Internet is via electronic mail, or "e-mail," conparable
in principle to sending a first class letter. One can address
and transmt a nessage to one or nore other people. E-mail on
the Internet is not routed through a central control point, and
can take many and varying paths to the recipients. Unlike postal
mail, sinple e-mail generally is not "seal ed" or secure, and can

be accessed or viewed on internediate conputers between the

sender and recipient (unless the nmessage is encrypted).
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24. One-to-many nessaging. The Internet al so contains

automatic mailing list services (such as "listservs"), [al so
referred to by witnesses as "nmail exploders"] that allow
comuni cati ons about particular subjects of interest to a group
of people. For exanple, people can subscribe to a "listserv"
mailing list on a particular topic of interest to them The
subscri ber can submt nmessages on the topic to the listserv that
are forwarded (via e-mail), either automatically or through a
human noder ator overseeing the listserv, to anyone who has
subscribed to the mailing list. A recipient of such a nmessage
can reply to the nmessage and have the reply also distributed to
everyone on the nmailing list. This service provides the
capability to keep abreast of devel opments or events in a
particul ar subject area. Most listserv-type mailing lists
automatically forward all incom ng nmessages to all mailing |ist
subscri bers. There are thousands of such mailing |list services
on the Internet, collectively with hundreds of thousands of
subscri bers. Users of "open" listservs typically can add or
remove their names fromthe mailing list automatically, with no
di rect human invol venment. Listservs may al so be "closed,"” i.e.,
only allowing for one's acceptance into the listserv by a human

nmoder at or .
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25. Di stri buted nessage databases. Simlar in

function to listservs -- but quite different in how
comuni cations are transmtted -- are distributed nessage
dat abases such as "USENET newsgroups." User-sponsored newsgroups

are anong the nost popul ar and w despread applications of

I nternet services, and cover all imaginable topics of interest to
users. Like listservs, newsgroups are open di scussions and
exchanges on particular topics. Users, however, need not
subscribe to the discussion mailing |ist in advance, but can

i nstead access the database at any tinme. Sone USENET newsgroups
are "noderated" but npst are open access. For the noderated
newsgroups, X all nmessages to the newsgroup are forwarded to one
person who can screen themfor relevance to the topics under

di scussion. USENET newsgroups are di ssem nated using ad hoc,

peer to peer connections between approxi mately 200, 000 conputers
(cal l ed USENET "servers") around the world. For unnoderated
newsgroups, when an individual user with access to a USENET
server posts a nessage to a newsgroup, the nessage is
automatically forwarded to all adjacent USENET servers that
furni sh access to the newsgroup, and it is then propagated to the

servers adjacent to those servers, etc. The nessages are

= It becanme clear fromthe testinony that noderated newsgroups

are the exception and unnoderated newsgroups are the rule.
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tenporarily stored on each receiving server, where they are
avai l abl e for review and response by individual users. The
nessages are automatically and periodically purged from each
systemafter a time to nake room for new nessages. Responses to
nmessages, like the original nmessages, are automatically
distributed to all other conputers receiving the newsgroup or
forwarded to a noderator in the case of a noderated newsgroup
The di ssem nation of nessages to USENET servers around the world
is an automated process that does not require direct human
intervention or review

26. There are newsgroups on nore than fifteen thousand
di fferent subjects. In 1994, approximtely 70,000 nessages were
posted to newsgroups each day, and those nessages were
distributed to the approximately 190, 000 conputers or conputer
networks that participate in the USENET newsgroup system Once
t he nessages reach the approxi mately 190, 000 receiving conputers
or conputer networks, they are available to individual users of
t hose conputers or conputer networks. Collectively, alnost
100, 000 new nessages (or "articles") are posted to newsgroups
each day.

27. Real tinme conmuni cati on. In addition to

transmtting nmessages that can be later read or accessed,

i ndi vidual s on the Internet can engage in an inmediate dialog, in
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"real time", with other people on the Internet. In its sinplest
forms, "tal k" all ows one-to-one conmunications and "I nternet
Rel ay Chat" (or IRC) allows two or nore to type nessages to each
ot her that al nost i mredi ately appear on the others' conputer
screens. | RCis analogous to a tel ephone party line, using a
conput er and keyboard rather than a tel ephone. Wth |IRC
however, at any one tine there are thousands of different party
| ines available, in which collectively tens of thousands of users
are engagi ng in conversations on a huge range of subjects.
Mor eover, one can create a new party line to discuss a different
topic at any tine. Some |IRC conversations are "noderated" or
i ncl ude "channel operators.”

28. In addition, comrercial online services such as
Anmerica Online, ConmpuServe, the Mcrosoft Network, and Prodi gy
have their own "chat" systens allowi ng their nenbers to converse.

29. Real tine renpte conputer utilization. Another

nmethod to use information on the Internet is to access and
control renote conputers in "real tine" using "telnet." For
exanple, using telnet, a researcher at a university would be able
to use the conputing power of a superconputer |ocated at a
different university. A student can use telnet to connect to a
remote library to access the library's online card catal og

program
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30. Renpte information retrieval. The final major

category of conmunication may be the nost well known use of the
Internet -- the search for and retrieval of information |ocated
on renote conputers. There are three primary nmethods to | ocate
and retrieve information on the Internet.

31. A sinmple nethod uses "ftp" (or file transfer
protocol) to list the names of conputer files available on a
remote conputer, and to transfer one or nore of those files to an
i ndi vidual's | ocal conputer.

32. Anot her approach uses a program and format named
"gopher"™ to guide an individual's search through the resources

avai l abl e on a renote conputer.

The Wrld Wde Wb

33. A third approach, and fast becom ng the nost well -
known on the Internet, is the "Wrld Wde Wb." The Wb utilizes
a "hypertext" formatting | anguage call ed hypertext markup
| anguage (HTM.), and prograns that "browse" the Wb can displ ay
HTM. docunents containing text, inages, sound, animation and
nmovi ng video. Any HTM. document can include links to other types
of information or resources, so that while view ng an HTM
docunent that, for exanple, describes resources available on the

I nternet, one can "click" using a conmputer nouse on the
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description of the resource and be inmediately connected to the
resource itself. Such "hyperlinks" allow information to be
accessed and organi zed in very flexible ways, and all ow people to
| ocate and efficiently viewrelated information even if the
information is stored on nunerous conputers all around the world.
34. Purpose. The Wrld Wde Wb (WBC) was created to
serve as the platformfor a global, online store of know edge,
containing information froma diversity of sources and accessible
to Internet users around the world. Though information on the
Web is contained in individual conputers, the fact that each of
t hese conputers is connected to the Internet through WBC
protocols allows all of the information to becone part of a
singl e body of know edge. It is currently the npost advanced
i nformati on system devel oped on the Internet, and enbraces within
its data nodel nost information in previous networked information
systens such as ftp, gopher, wais, and Usenet.
35. History. WBC was originally devel oped at CERN
t he European Particle Physics Laboratory, and was initially used
to allow information sharing within internationally dispersed
teans of researchers and engineers. Oiginally ained at the High
Energy Physics community, it has spread to other areas and
attracted nuch interest in user support, resource recovery, and

many ot her areas whi ch depend on col | aborative and information

-29-



sharing. The Wb has extended beyond the scientific and acadenic
comunity to include conmunications by individuals, non-profit
or gani zati ons, and busi nesses.

36. Basi c Operation. The Wrld Wde Wb is a series

of docunments stored in different conputers all over the Internet.
Docunents contain information stored in a variety of formats,
including text, still imges, sounds, and video. An essenti al
el enent of the Web is that any docunment has an address (rather
i ke a tel ephone nunber). Mst Wb docunents contain "links."
These are short sections of text or imge which refer to another
docurent. Typically the linked text is blue or underlined when
di spl ayed, and when sel ected by the user, the referenced docunent
is automatically displayed, wherever in the world it actually is
stored. Links for exanple are used to |lead from overvi ew
docunents to nore detail ed docunents, fromtables of contents to
particul ar pages, but also as cross-references, footnotes, and
new fornms of information structure.

37. Many organi zati ons now have "hone pages" on the
Web. These are docunents which provide a set of |inks designed
to represent the organization, and through |inks fromthe hone
page, guide the user directly or indirectly to informtion about

or relevant to that organizati on.
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38. As an exanple of the use of links, if these
Fi ndings were to be put on a Wrld Wde Wb site, its honme page
m ght contain |links such as those:
*THE NATURE OF CYBERSPACE
*CREATI ON OF THE | NTERNET AND THE DEVELOPMENT OF CYBERSPACE
*HOW PECPLE ACCESS THE | NTERNET
*METHODS TO COVMUNI CATE OVER THE | NTERNET

39. Each of these links takes the user of the site
fromthe beginning of the Findings to the appropriate section
within this Adjudication. Links may also take the user fromthe
original Wb site to another Wb site on anot her conputer
connected to the Internet. These links fromone conputer to
anot her, from one docunent to another across the Internet, are
what unify the Web into a single body of know edge, and what
makes the Wb uni que. The Wb was designed with a nmaxi numtarget
time to follow a link of one tenth of a second.

40. Publi shing. The Wrld Wde Wb exists

fundanmental ly as a platformthrough which people and

or gani zati ons can comuni cate through shared information. Wen
information is made available, it is said to be "published" on
the Web. Publishing on the Wb sinply requires that the
“publ i sher” has a conmputer connected to the Internet and that the

conmputer is running WBC server software. The conputer can be as
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sinple as a small personal conputer costing |l ess than $1500
dollars or as conplex as a multi-mllion dollar minframe
conputer. Many Web publishers choose instead to | ease di sk
storage space from soneone el se who has the necessary conputer
facilities, elimnating the need for actually owning any

equi pnent onesel f.

41. The Web, as a universe of network accessible
information, contains a variety of docunments prepared with quite
varyi ng degrees of care, fromthe hastily typed idea, to the
prof essionally executed corporate profile. The power of the Wb
stens fromthe ability of a link to point to any docunent,
regardl ess of its status or physical |ocation.

42. Information to be published on the Wb nust al so
be formatted according to the rules of the Wb standards. These
standardi zed formats assure that all Wb users who want to read
the material will be able to viewit. Wb standards are
sophi sticated and fl exi ble enough that they have grown to neet
t he publishing needs of many | arge corporations, banks, brokerage
houses, newspapers and magazi nes whi ch now publish "online"
editions of their material, as well as governnent agencies, and
even courts, which use the Wb to dissenminate information to the
public. At the sane tinme, Wb publishing is sinple enough that

t housands of individual users and small comunity organizations
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are using the Web to publish their own personal "home pages," the
equi val ent of individualized newsletters about that person or
organi zati on, which are available to everyone on the Wb.

43. Wb publishers have a choice to make their Wb
sites open to the general pool of all Internet users, or close
them thus making the information accessible only to those with
advance aut hori zation. Many publishers choose to keep their
sites open to all in order to give their information the w dest
potential audience. |In the event that the publishers choose to
mai ntain restrictions on access, this may be acconplished by
assi gning specific user nanmes and passwords as a prerequisite to
access to the site. O, in the case of Wb sites maintained for
i nternal use of one organi zation, access will only be all owed
fromother conputers within that organization's |ocal network.

44. Searching the Web. A variety of systens have

devel oped that allow users of the Web to search particul ar
information anong all of the public sites that are part of the
Web. Services such as Yahoo, Magellan, Altavista, Wbcraw er,
and Lycos are all services known as "search engi nes" which all ow
users to search for Web sites that contain certain categories of

information, or to search for key words. For exanple, a Wb user

1 The evi dence adduced at the hearings provided detail to this

par agraph of the parties' stipulation. See Findings 95 to 107.
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| ooki ng for the text of Suprene Court opinions would type the
words "Suprenme Court" into a search engine, and then be presented
with alist of World Wde Wb sites that contain Suprenme Court
information. This list would actually be a series of links to
those sites. Having searched out a nunmber of sites that m ght
contain the desired information, the user would then foll ow

i ndi vidual |inks, browsing through the infornmation on each site,
until the desired material is found. For nany content providers
on the Web, the ability to be found by these search engines is
very inportant.

45. Common standards. The Wb |inks together

di sparate informati on on an ever-grow ng nunber of Internet-

I i nked conputers by setting common information storage formats
(HTML) and a common | anguage for the exchange of Wb docunents
(HTTP). Although the information itself may be in many different
formats, and stored on conmputers which are not otherw se

conpati ble, the basic Wb standards provide a basic set of

st andards whi ch all ow comuni cati on and exchange of information.
Despite the fact that nmany types of conputers are used on the
Web, and the fact that many of these nachines are otherw se

i nconpati ble, those who "publish" information on the Wb are able
to comuni cate with those who seek to access information with

little difficulty because of these basic technical standards.
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46. A distributed systemwith no centralized control.

Runni ng on tens of thousands of individual conputers on the
Internet, the Web is what is known as a distributed system The
Web was designed so that organi zations with conputers containing
i nformati on can becone part of the Wb sinply by attaching their
conputers to the Internet and runni ng appropriate Wrld Wde Wb
software. No single organization controls any nenbership in the
Web, nor is there any single centralized point from which

i ndi vidual Web sites or services can be bl ocked fromthe Wb.
From a user's perspective, it may appear to be a single,
integrated system but in reality it has no centralized control
poi nt .

47. Contrast to cl osed databases. The Wb's open,

di stributed, decentralized nature stands in sharp contrast to
nost information systens that have conme before it. Private

i nformati on services such as Westlaw, Lexis/Nexis, and D al og,
have contai ned | arge storehouses of know edge, and can be
accessed fromthe Internet with the appropriate passwords and
access software. However, these databases are not |inked
together into a single whole, as is the Wrld Wde Wb.

48. Success of the Web in research, education, and

political activities. The Wrld Wde Wb has becone so popul ar

because of its open, distributed, and easy-to-use nature. Rather
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than requiring those who seek information to purchase new
software or hardware, and to learn a new kind of systemfor each
new dat abase of information they seek to access, the Wb

envi ronnment nakes it easy for users to junp fromone set of
information to another. By the same token, the open nature of
the Web nakes it easy for publishers to reach their intended

audi ences wi thout having to know i n advance what kind of conputer
each potential reader has, and what kind of software they will be

usi ng.
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Restricting Access to Unwanted On-Line Material 1%

Pl CS

49. Wth the rapid growh of the Internet, the
i ncreasing popularity of the Wb, and the existence of nmateri al
online that sone parents nay consider inappropriate for their
children, various entities have begun to build systens intended
to enable parents to control the material which cones into their
homes and may be accessible to their children. The Wrld Wde
Web Consortium | aunched the PICS ("Platformfor Internet Content
Sel ection") programin order to devel op technical standards that
woul d support parents' ability to filter and screen nmaterial that
their children see on the Wb.

50. The Consortiumintends that PICS will provide the
ability for third parties, as well as individual content
providers, to rate content on the Internet in a variety of ways.

When fully inplenmented, PICS-conpatible Wrld Wde Wb browsers,

12/ Testinony adduced at the hearing suggests that narket forces

exist tolimt the availability of material on-line that parents
consi der inappropriate for their children. Although the parties
sharply dispute the efficacy of so-called "parental enpowernent"”
software, there is a sufficiently wi de zone of agreenment on what
is available to restrict access to unwanted sites that the
parties were able to enter into twenty-one paragraphs of
stipulated facts on the subject, which formthe basis of

par agr aphs 49 through 69 of our Findings of fact. Because of the
rapidity of developnents in this field, sone of the technol ogica
facts we have found rmay becone partially obsolete by the tine of
publ i cation of these Findings.
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Usenet News Group readers, and other Internet applications, wll
provi de parents the ability to choose froma variety of rating
services, or a conbination of services.

51. PICS working group [PICS-W3 participants include
many of the major online services providers, conmercial internet
access providers, hardware and software conpani es, mgjor internet
content providers, and consumer organizations. Anbng active
participants in the PICS effort are:

Adobe Systens, |nc.

Appl e Conput er

America Online

AT&T

Center for Denocracy and Technol ogy

ConpuSer ve

Del phi I nternet Services

Di gital Equi pnent Corporation

| BM

First floor

First Virtual Hol dings |Incorporated

France Tel ecom

FTP Sof t ware

| ndustrial Technol ogy Research Institute of Taiwan

| nf ormati on Technol ogy Associ ation of Anerica

Institut National de Recherche en Infornmatique et
en Aut omatique (I NRIA)

I nteractive Services Associ ation

MC

M crosof t

M T/LCS/World Wde Wb Consortium

NCD

NEC

Net scape Contuni cati ons Cor poration

NewVi ew

O Reilly and Associ at es

Open Mar ket

Prodi gy Services Conpany

Progr essi ve Networ ks

Provi dence Systens/ Parental Gui dance
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Recreational Software Advisory Counci
Saf eSur f

Sof t Quad, I nc.

Songl i ne Studi os

Spygl ass

Sur f Wat ch Sof t war e

Tel equi p Cor p.

Ti me Warner Pat hfinder

Vi acom Ni ckel odeon®

52. Menbership in the PICS-Ws i ncl udes a broad cross-
section of conpanies fromthe conputer, comunications, and
content industries, as well as trade associations and public
interest groups. PICS technical specifications have been agreed
to, allowing the Internet community to begin to depl oy products
and servi ces based on the PICS-standards.

53. Until a majority of sites on the Internet have
been rated by a PICS rating service, PICSwill initially function
as a "positive" ratings systemin which only those sites that
have been rated will be displayed using PICS conpatibl e software.
In other words, PICS will initially function as a site inclusion
list rather than a site exclusion list. The default
configuration for a PICS conpatible Internet application will be

to block access to all sites which have not been rated by a PICS

= This menbership is constantly grow ng, according to the
testimony of Al bert Vezza, Chairnman of the World Wde Wb
Consortium See also Defendants' Ex. D 167.
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rating service, while allow ng access to sites which have a PICS

rating for appropriate content.

Sof t war e

54. For over a year, various conpani es have nmarketed
stand al one software that is intended to enable parents and ot her
adults to limt the Internet access of children. Exanples of
such software include: Cyber Patrol, CYBERsitter, The Internet
Filter, Net Nanny, Parental Guidance, SurfWatch, Netscape Proxy
Server, and WebTrack. The nmarket for this type of software is
growi ng, and there is increasing conpetition anong software

provi ders to provide products.

Cyber Patr ol

55. As nore people, particularly children, began to
use the Internet, Mcrosystens Software, Inc. decided to devel op
and market Internet software intended to enpower parents to
exerci se individual choice over what material their children
coul d access. Mcrosystens' stated intent is to develop a
product which would give parents confort that their children can

reap the benefits of the Internet while shielding them from

4/ See al so Defendants' Ex. D174 and the testinony of M.
Vezza.
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obj ectionabl e or otherw se inappropriate materials based on the
parents' own particular tastes and values. M crosystens'
product, Cyber Patrol, was devel oped to address this need.

56. Cyber Patrol was first introduced in August 1995,
and is currently available in Wndows and Maci nt osh versi ons.
Cyber Patrol works with both direct Internet Access providers
(ISPs, e.g., Netcom PSI, UUnet), and Conmercial Online Service
Providers (e.g., Anerica Online, Conpuserv, Prodigy, Mcrosoft).
Cyber Patrol is also conpatible with all major Wrld Wde Wb
browsers on the market (e.g., Netscape, Navigator, Msaic,

Prodi gy's Legacy and Ski nmer browsers, Anerica Online, Netcoms
Net Crui ser, etc.). Cyber Patrol was the first parental

enpower ment application to be conpatible with the PICS standard.
In February of 1996, M crosystens put the first PICS ratings
server on the Internet.

57. The CyberNOT |ist contains approximtely 7000
sites in twelve categories. The software is designed to enable
parents to selectively block access to any or all of the twelve
Cyber NOT cat egories sinply by checking boxes in the Cyber Patrol
Headquarters (the Cyber Patrol program nmanager). These
categories are:

Violence/Profanity: Extrene cruelty, physical or

enotional acts against any animal or person which are

primarily intended to hurt or inflict pain. Cbscene
wor ds, phrases, and profanity defined as text that uses
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Ceorge Carlin's seven censored words nore often than
once every fifty messages or pages.

Partial Nudity: Full or partial exposure of the human
anat ony except when exposing genitalia.

Nudity: Any exposure of the human genitali a.

Sexual Acts (graphic or text): Pictures or text
exposi ng anyone or anything involved in explicit sexual
acts and I ewd and | asci vi ous behavi or, including
mast ur bati on, copul ati on, pedophilia, intinmacy and

i nvol ving nude or partially nude people in

het er osexual , bi sexual, |esbian or honbsexual
encounters. Also includes phone sex ads, dating
services, adult personals, CD-ROM and vi deos.

G oss Depictions (graphic or text): Pictures or
descriptive text of anyone or anything which are
crudely vulgar, deficient in civility or behavior, or
showi ng scatol ogi cal inpropriety. |ncludes such

depi ctions as nmaimng, bloody figures, indecent
depiction of bodily functions.

Raci sm Ethnic Inpropriety: Prejudice or discrimnation
agai nst any race or ethnic culture. Ethnic or racist

j okes and slurs. Any text that el evates one race over
anot her.

for evil,

Satanic/Cult: Wrship of the devil; affinity
y coerce

[
wi ckedness. Sects or groups that potential
i ndi viduals to grow, and keep, nenbershi p.

t
|

Drugs/Drug Culture: Topics dealing with the use of
illegal drugs for entertainnent. This would exclude
current illegal drugs used for nmedicinal purposes
(e.qg., drugs used to treat victinms of AIDS). Includes
substances used for other than their prinmary purpose to
alter the individual's state of m nd such as gl ue

sni ffing.

Mlitant/Extrem st: Extrenely aggressive and conbative
behavi ors, radicalism advocacy of extrene political
nmeasures. Topics include extrene political groups that
advocate viol ence as a neans to achieve their goal.
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Ganbling: O or relating to lotteries, casinos,
betti ng, nunbers games, on-line sports or financial
betti ng including non-nonetary dares.

Questionable/lllegal: Material or activities of a
dubi ous nature which may be illegal in any or al
jurisdictions, such as illegal business schenes, chain

letters, software piracy, and copyright infringenent.

Al cohol, Beer & Wne: Material pertaining to the sale
or consunption of alcoholic beverages. Al so includes
sites and information relating to tobacco products.

58. Mcrosystens enpl oys people to search the Internet
for sites containing material in these categories. Since new
sites are constantly com ng online, Mcrosystens updates the
CyberNOT |ist on a weekly basis. Once installed on the honme PC,
t he copy of Cyber Patrol receives automatic updates to the
Cyber NOT |ist over the Internet every seven days.

59. In February of 1996, M crosystens signed a
i censing arrangenent with ConpuServe, one of the |eading
conmercial online services with over 4.3 m|lion subscribers.
CompuServe provi des Cyber Patrol free of charge to its
subscribers. Mcrosystens the sanme nonth signed a |icensing
arrangenent with Prodi gy, another |eading commercial online
service with over 1.4 mllion subscribers. Prodigy will provide
Cyber Patrol free of charge of its subscribers.

60. Cyber Patrol is also available directly from

M crosystens for $49.95, which includes a six nonth subscription
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to the Cyber NOT bl ocked sites |list (updated automatically once
every seven days). After six nonths, parents can receive siX
nont hs of additional updates for $19.95, or twelve nonths for
$29.95. Cyber Patrol Hone Edition, a limted version of Cyber
Patrol, is available free of charge on the Internet. To obtain
ei ther version, parents downl oad a seven day denonstration
version of the full Cyber Patrol product fromthe M crosystens
Internet Wrld Wde Wb Server. At the end of the seven day
trial period, users are offered the opportunity to purchase the
conpl ete version of Cyber Patrol or provide M crosystens sone
basi ¢ denographic information in exchange for unlimted use of
the Hone Edition. The denographic information is used for

mar keti ng and research purposes. Since January of 1996, over
10, 000 denonstration copies of Cyber Patrol have been downl oaded
fromM crosystens' Wb site.

61. Cyber Patrol is also available fromRetail outlets
as Net Bl ocker Plus. NetBlocker Plus sells for $19.95, which
i ncludes five weeks of updates to the CyberNOT |ist.

62. Mcrosystens also sells Cyber Patrol into a
growi ng market in schools. As nore classroons becone connected
to the Internet, many teachers want to ensure that their students
can receive the benefit of the Internet w thout encountering

mat eri al they deem educational ly inappropriate.
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63. Mcrosystens is working with the Recreati onal
Sof tware Advi sory Council (RSAC), a non-profit corporation which
devel oped rating systens for video ganes, to inplenent the RSAC
rating systemfor the Internet.

64. The next rel ease of Cyber Patrol, expected in
second quarter of this year, will give parents the ability to use
any PICS rating service, including the RSAC rating service, in
addition to the Mcrosystenms CyberNOT |ist.

65. In order to speed the inplenmentation of PICS and
encour age the devel opnent of PICS-conpati bl e Internet
applications, Mcrosystens naintains a server on the Internet
which contains its CyberNOT list. The server provides software
devel opers with access to a PICS rating service, and all ows
sof tware devel opers to test their products' ability to interpret
standard PICS | abels. Mcrosystens is also offering its PICS
client test programfor Wndows free of charge. The client
program can be used by devel opers of PICS rating services to test

their services and products.

Sur f Wat ch
66. Another software product, SurfWatch, is also
designed to all ow parents and other concerned users to filter

unwanted material on the Internet. SurfWatch is avail able for
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bot h Appl e Maci ntosh, M crosoft Wndows, and M crosoft W ndows 95
Operating Systenms, and works with direct Internet Access
Providers (e.g., Netcom PSI, UUnet, AT&T, and nore than 1000

ot her Internet Service Providers).

67. The suggested retail price of SurfWatch Software
is $49.95, with a street price of between $20.00 and $25.00. The
product is also available as part of ConmpuServe/ Spry Inc.'s
Internet in a Box for Kids, which includes access to Spry's Kids
only Internet service and a copy of SurfWatch. Internet in a Box
for Kids retails for approximately $30.00. The subscription
service, which updates the SurfWatch bl ocked site |i st
automatically with new sites each nonth, is available for $5.95
per nonth or $60.00 per year. The subscription is included as
part of the Internet in a Box for Kids program and is also
provi ded as a | owcost option fromlnternet Service Providers.

68. SurfwWatch is available at over 12,000 ret ai
| ocations, including National stores such as Conp USA, Egghead
Software, Conputer City, and several national mail order outlets.
SurfWatch can al so be ordered directly fromits own site on the
Wrld Wde Wb, and through the Internet Shopping NetworKk.

69. Plaintiffs America Online (AQL), Mcrosoft
Net work, and Prodigy all offer parental control options free of

charge to their nenbers. AQOL has established an online area
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desi gned specifically for children. The "Kids Only" parental
control feature allows parents to establish an ACL account for
their children that accesses only the Kids Only channel on
Anerica Online.

70. ACL plans to incorporate PICS-conpatible
capability into its standard Wb browser software, and to nake
avai |l abl e to subscribers other PICS-conpatible Wb browsers, such
as the Netscape software.

71. Plaintiffs ConpuServe and Prodi gy give their
subscri bers the option of blocking all access to the Internet, or
to particular media within their proprietary online content, such
as bulletin boards and chat roons.

72. Although parental control software currently can
screen for certain suggestive words or for known sexually
explicit sites, it cannot now screen for sexually explicit inmages
unacconpani ed by suggestive text unless those who configure the
software are aware of the particular site.

73. Despite its limtations, currently avail abl e user-
based software suggests that a reasonably effective nmethod by

whi ch parents can prevent their children from accessing sexually

1/ Fromthis point, our Findings are, unless noted, no |onger

based upon the parties' stipulation, but upon the record adduced
at the hearings.
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explicit and other material which parents may believe is

i nappropriate for their children will soon be w dely avail abl e.

Content on the |Internet

74. The types of content now on the Internet defy easy
classification. The entire card catal ogue of the Carnegie
Library is on-line, together with journals, journal abstracts,
popul ar magazi nes, and titles of compact discs. The director of
the Carnegie Library, Robert Croneberger, testified that on-1line
services are the energing trend in libraries generally.

Plaintiff Hotwired Ventures LLC organizes its Wb site into

i nformation regarding travel, news and comentary, arts and
entertai nment, politics, and types of drinks. Plaintiff Anerica
Online, Inc., not only creates chat roonms for a broad variety of
topics, but also allows nmenbers to create their own chat roons to
suit their owm tastes. The ACLU uses an Anmerica Online chat room
as an unnoderated forum for people to debate civil liberties
issues. Plaintiffs' expert, Scott Bradner,® estimated that

15, 000 newsgroups exi st today, and he described his own interest

in a newsgroup devoted solely to Fornmula 1 racing cars. Anerica

16/ M. Bradner is a nmenber of the Internet Engi neering Task
Force, the group primarily responsible for Internet technical
standards, as well as other Internet-related associations
responsi bl e for, anong other things, the prevailing |Internet
Protocols. He is also associated with Harvard University.
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Onl i ne makes 15,000 bulletin boards available to its subscribers,
who post between 200, 000 and 250, 000 nessages each day. Anot her
plaintiffs' expert, Harold Rheingold, participates in "virtual
conmuni ties” that sinulate social interaction. It is no
exaggeration to conclude that the content on the Internet is as
di verse as human t hought.

75. The Internet is not exclusively, or even
primarily, a means of commercial communication. Many comrerci al
entities maintain Wb sites to informpotential consumers about
their goods and services, or to solicit purchases, but many ot her
Wb sites exist solely for the dissem nation of non-conmerci al
information. The other forms of Internet communication -- e-
mai |, bulletin boards, newsgroups, and chat roons -- frequently
have non-conmerci al goals. For the econom c and technica
reasons set forth in the foll ow ng paragraphs, the Internet is an
especially attractive nmeans for not-for-profit entities or public
interest groups to reach their desired audiences. There are
exanples in the parties' stipulation of some of the non-
commercial uses that the Internet serves. Plaintiff Human Rights
Watch, Inc., offers information on its Internet site regarding
reported human rights abuses around the world. Plaintiff
National Witers Union provides a forumfor witers on issues of

concern to them Plaintiff Stop Prisoner Rape, Inc., posts text,
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graphics, and statistics regarding the incidence and prevention
of rape in prisons. Plaintiff Critical Path AIDS Project, Inc.,
offers information on safer sex, the transm ssion of H'V, and the
treat ment of Al DS.

76. Such diversity of content on the Internet is
possi bl e because the Internet provides an easy and i nexpensive
way for a speaker to reach a |arge audi ence, potentially of
mllions. The start-up and operating costs entail ed by
comuni cation on the Internet are significantly |ower than those
associ ated with use of other forns of mass comuni cation, such as
tel evi sion, radi o, newspapers, and nmagazi nes. This enabl es
operation of their owm Wb sites not only by | arge conpanies,
such as Mcrosoft and Tinme Warner, but also by small, not-for-
profit groups, such as Stop Prisoner Rape and Critical Path Al DS
Project. The Government's expert, Dr. Dan R O sen, agreed
that creation of a Wb site would cost between $1, 000 and
$15,000, with nonthly operating costs depending on one's goals
and the Wb site's traffic. Comercial online services such as
America Online allow subscribers to create Wb pages free of

charge. Any Internet user can communi cate by posting a nessage

= Dr. A sen chairs the Conputer Science Departnent at Brigham

Young University in Provo, Uah, and is the recently-appointed
Director of the Human Conputer Interaction Institute at Carnegie-
Mel lon University in Pittsburgh, Pennsyl vani a.
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to one of the thousands of newsgroups and bulletin boards or by
engaging in an on-line "chat", and thereby reach an audi ence
wor | dwi de that shares an interest in a particular topic.

77. The ease of comunication through the Internet is
facilitated by the use of hypertext markup | anguage (HTM.), which
allows for the creation of "hyperlinks" or "links". HITM enables
a user to junp fromone source to other related sources by
clicking on the link. A link mght take the user from Wb site
to Wb site, or to other files within a particular Wb site.
Simlarly, by typing a request into a search engi ne, a user can
retrieve many different sources of content related to the search
that the creators of the engi ne have coll ect ed.

78. Because of the technol ogy underlying the Internet,
the statutory term "content provider,"*¥® which is equivalent to
the traditional "speaker,"” may actually be a hybrid of speakers.
Through the use of HTM., for exanple, Critical Path and Stop
Prisoner Rape link their Wb sites to several rel ated dat abases,
and a user can inmediately junp fromthe honme pages of these
organi zations to the rel ated dat abases sinply by clicking on a

link. America Online creates chat roons for particul ar

18/ The term "information content provider" is defined in § 509

of the CDA, at the new 47 U.S.C. § 230(e)(3), as "any person or
entity that is responsible, in whole or in part, for the creation
or devel opnent of information provided through the Internet or
any other interactive conmputer service."
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di scussi ons but also allows subscribers to create their own chat
roons. Simlarly, a newsgroup gathers postings on a particul ar
topic and distributes themto the newsgroup's subscribers. Users

of the Carnegie Library can read on-line versions of Vanity Fair

and Pl ayboy, and Anerica Online's subscribers can peruse the New

York Tinmes, Boating, and other periodicals. Critical Path, Stop

Prisoner Rape, America Online and the Carnegie Library all nake
avai |l abl e content of other speakers over whomthey have little or
no editorial control.

79. Because of the different forns of I|nternet
comuni cation, a user of the Internet nay speak or |isten
i nt erchangeably, blurring the distinction between "speakers" and
“listeners” on the Internet. Chat roons, e-nmail, and newsgroups
are interactive forns of conmuni cation, providing the user with
t he opportunity both to speak and to |isten.

80. It follows that unlike traditional nedia, the
barriers to entry as a speaker on the Internet do not differ
significantly fromthe barriers to entry as a listener. Once one
has entered cyberspace, one nmay engage in the dial ogue that
occurs there. In the argot of the nmedium the receiver can and
does becone the content provider, and vice-versa.

8l1. The Internet is therefore a unique and whol |y new

medi um of worl dwi de hunman conmuni cati on
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Sexual |y Explicit Material On the Internet

82. The parties agree that sexually explicit materi al
exists on the Internet. Such material includes text, pictures,
and chat, and includes bulletin boards, newsgroups, and the other
forms of Internet communication, and extends fromthe nodestly
titillating to the hardest-core.

83. There is no evidence that sexually-oriented
material is the primary type of content on this new medi um
Purveyors of such material take advantage of the sane ease of
access available to all users of the Internet, including
est abl i shnent of a Wb site.

84. Sexually explicit material is created, nanmed, and
posted in the sane manner as nmaterial that is not sexually
explicit. It is possible that a search engine can accidentally
retrieve material of a sexual nature through an inprecise search
as denonstrated at the hearing. |Inprecise searches may al so
retrieve irrelevant material that is not of a sexual nature. The
accidental retrieval of sexually explicit material is one
mani festation of the |arger phenonmenon of irrel evant search
results.

85. Once a provider posts content on the Internet, it
is available to all other Internet users worldwide. Simlarly,

once a user posts a message to a newsgroup or bulletin board,
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t hat message becones available to all subscribers to that
newsgroup or bulletin board. For exanple, when the
UCR/ Cal i fornia Museum of Phot ography posts to its Wb site nudes
by Edward Weston and Robert Mappl et horpe to announce that its new
exhibit will travel to Baltinmore and New York City, those images
are available not only in Los Angeles, Baltinore, and New York
City, but also in Cncinnati, Mbile, or Beijing -- wherever
Internet users live. Simlarly, the safer sex instructions that
Critical Path posts to its Wb site, witten in street |anguage
so that the teenage receiver can understand them are avail able
not just in Philadel phia, but also in Provo and Prague. A chat
room organi zed by the ACLU to discuss the United States Suprene

Court's decision in FCC v. Pacifica Foundati on would transm t

Ceorge Carlin's seven dirty words to anyone who enters. Messages
posted to a newsgroup dedicated to the Okl ahoma City bonbi ng
travel to all subscribers to that newsgroup

86. Once a provider posts its content on the Internet,
it cannot prevent that content fromentering any conmunity.
Unl i ke the newspaper, broadcast station, or cable system
I nternet technol ogy necessarily gives a speaker a potenti al
wor | dwi de audi ence. Because the Internet is a network of
net wor ks (as descri bed above in Findings 1 through 4), any

network connected to the Internet has the capacity to send and
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receive information to any other network. Hotwired Ventures, for
exanpl e, cannot prevent its materials on m xol ogy fromentering
comunities that have no interest in that topic.

87. Denonstrations at the prelimnary injunction
heari ngs showed that it takes several steps to enter cyberspace.
At the nost fundanental |evel, a user nust have access to a
conputer with the ability to reach the Internet (typically by way
of a nodem). A user nust then direct the conmputer to connect
with the access provider, enter a password, and enter the
appropriate conmands to find particular data. On the Wrld Wde
Web, a user must normally use a search engine or enter an
appropriate address. Simlarly, accessing newsgroups, bulletin
boards, and chat roons requires several steps.

88. Communi cations over the Internet do not "invade"
an individual's home or appear on one's conputer screen unbidden.
Users sel dom encounter content "by accident.” A docunent's
title or a description of the docunent will usually appear before
t he docunent itself takes the step needed to viewit, and in nmany
cases the user will receive detailed information about a site's
content before he or she need take the step to access the
docunment. Alnost all sexually explicit imges are preceded by
warni ngs as to the content. Even the Governnent's wi tness, Agent

Howard Schm dt, Director of the Air Force Ofice of Special
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| nvestigation, testified that the "odds are slin that a user
woul d cone across a sexually explicit site by accident.

89. Evidence adduced at the hearing showed significant
di fferences between Internet comuni cations and comruni cati ons
received by radio or television. Although content on the
Internet is just a few clicks of a nouse away fromthe user, the
recei pt of information on the Internet requires a series of
affirmati ve steps nore deliberate and directed than nerely
turning a dial. A child requires sone sophistication and sone
ability toread to retrieve material and thereby to use the

| nt ernet unattended.

Obstacles to Age Verification on the |nternet

90. There is no effective way to determ ne the
identity or the age of a user who is accessing material through
e-mai |, mail exploders, newsgroups or chat rooms. An e-nail
address provides no authoritative information about the
addressee, who may use an e-mail "alias" or an anonynous
remailer. There is also no universal or reliable listing of e-
mai | addresses and correspondi ng nanes or tel ephone nunbers, and
any such listing would be or rapidly becone inconplete. For
t hese reasons, there is no reliable way in nany instances for a

sender to know if the e-mail recipient is an adult or a mnor.
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The difficulty of e-mail age verification is conpounded for nail
expl oders such as listservs, which automatically send information
to all e-mail addresses on a sender's list. Government expert
Dr. A sen agreed that no current technol ogy could give a speaker
assurance that only adults were listed in a particular mail
exploder's mailing list.

91. Because of simlar technological difficulties,
i ndi vi dual s posting a nmessage to a newsgroup or engagi ng i n chat
room di scussi ons cannot ensure that all readers are adults, and
Dr. A sen agreed. Although sonme newsgroups are noderated, the
noderator's control is limted to what is posted and the

noder at or cannot control who receives the nessages.

92. The Governnment offered no evidence that there is a
reliable way to ensure that recipients and participants in such
fora can be screened for age. The Governnent presented no
evi dence denonstrating the feasibility of its suggestion that
chat roons, newsgroups and other fora that contain nateri al
deened i ndecent could be effectively segregated to "adult" or
"noder at ed" areas of cyberspace.

93. Even if it were technologically feasible to block
m nors' access to newsgroups and simlar fora, there is no nethod

by which the creators of newsgroups which contain discussions of
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art, politics or any other subject that could potentially elicit
"indecent" contributions could Iimt the bl ocking of access by
m nors to such "indecent"” material and still allow them access to
the remai ning content, even if the overwhelmng majority of that
content was not indecent.

94. Likew se, participants in MJDs (Milti-User
Dungeons) and MJSEs (Multi-User Sinulation Environnents) do not
know whet her the other participants are adults or mnors.
Al t hough MJUDs and MUSEs require a password for pernanent
partici pants, they need not give their real nane nor verify their
age, and there is no current technology to enable the
adm ni strator of these fantasy worlds to know if the participant
is an adult or a mnor.

95. Unlike other forms of conmmunication on the
Internet, there is technol ogy by which an operator of a Wrld
Wde Wb server may interrogate a user of a Wb site. An HTM
docunent can include a fill-in-the-blank "forni to request
information froma visitor to a Wb site, and this information
can be transmtted back to the Wb server and be processed by a
conput er program usually a Common Gateway |Interface (cgi)
script. The Wb server could then grant or deny access to the

i nformation sought. The cgi script is the means by which a Wb
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site can process a fill-in formand thereby screen visitors by
requesting a credit card nunber or adult password.

96. Content providers who publish on the Wrld Wde
Web via one of the Iarge comercial online services, such as
America Online or ConpuServe, could not use an online age
verification systemthat requires cgi script because the server
software of these online services avail able to subscribers cannot
process cgi scripts. There is no nethod currently avail able for
Web page publishers who | ack access to cgi scripts to screen

reci pients online for age.

The Practicalities of the Proffered Defenses

Note: The CGovernnent contends the CDA nekes avail abl e
three potential defenses to all content providers on the
Internet: credit card verification, adult verification by

password or adult identification nunber, and "taggi ng".

Credit Card Verification
97. Verification? of a credit card nunber over the

Internet is not now technically possible. Wtnesses testified

= By "verification", we nean the nethod by which a user types

in his or her credit card nunber, and the Web site ensures that
the credit card is valid before it allows the user to enter the
site.
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that neither Visa nor Mastercard considers the Internet to be
sufficiently secure under the current technol ogy to process
transactions in that manner. Although users can and do purchase
products over the Internet by transmtting their credit card
nunber, the seller nust then process the transaction with Visa or
Mastercard off-line using phone lines in the traditional way.
There was testinony by several wi tnesses that Visa and Mastercard
are in the process of devel oping neans of credit card
verification over the Internet.

98. Verification by credit card, if and when
operational, will remain economcally and practically unavail abl e
for many of the non-comrercial plaintiffs in these actions. The
Government's expert "suspect[ed]" that verification agencies
woul d decline to process a card unless it acconpanied a
comercial transaction. There was no evidence to the contrary.

99. There was evidence that the fee charged by
verification agencies to process a card, whether for a purchase
or not, will preclude use of the credit-card verification defense
by many non-profit, non-commercial Wb sites, and there was no
evidence to the contrary. Plaintiffs' witness Patricia Nel
Warren, an aut hor whose free Wb site allows users to purchase
gay and lesbian literature, testified that she nust pay $1 per

verification to a verification agency. Her Wb site can absorb
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this cost because it arises in connection with the sale of books
avai |l abl e there.

100. Using credit card possession as a surrogate for
age, and requiring use of a credit card to enter a site, would
i npose a significant econom c cost on non-conmercial entities.
Critical Path, for exanple, received 3,300 hits daily from
February 4 through March 4, 1996. |If Critical Path nust pay a
fee every tine a user initially enters its site, then, to provide
free access to its non-commercial site, it would incur a nonthly
cost far beyond its nodest resources. The ACLU s Barry
Stei nhardt testified that maintenance of a credit card
verification systemfor all visitors to the ACLU s Wb site would
require it to shut down its Wb site because the projected cost
woul d exceed its budget.

101. Credit card verification would significantly del ay
the retrieval of information on the Internet. Dr. O sen, the
expert testifying for the Governnent, agreed that even "a mnute
is [an] absolutely unreasonable [delay] . . . [Pleople will not
put up with a mnute." Plaintiffs' expert Donna Hoffnman
simlarly testified that excessive delay disrupts the "flow' on
the Internet and stifles both "hedonistic" and "goal -directed"

br owsi ng.
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102. Inposition of a credit card requirenment would
conpletely bar adults who do not have a credit card and | ack the
resources to obtain one fromaccessing any bl ocked naterial. At
this time, credit card verification is effectively unavailable to
a substantial nunber of Internet content providers as a potenti al

defense to the CDA

Adult Verification by Password

103. The CGovernnment offered very limted evidence
regardi ng the operation of existing age verification systens, and
t he evi dence offered was not based on personal know edge.
Adul t Check and Verify, existing systens which appear to be used
for accessing commercial pornographic sites, charge users for
their services. Dr. Osen admtted that his know edge of these
services was derived primarily fromreading the adverti senments on
their Wb pages. He had not interviewed any enpl oyees of these
entities, had not personally used these systens, had no i dea how
many people are registered with them and could not testify to
the reliability of their attenpt at age verification

104. At least some, if not alnmost all, non-conmercial
organi zati ons, such as the ACLU, Stop Prisoner Rape or Critical

Pat h AIDS Project, regard charging |isteners to access their
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speech as contrary to their goals of making their materials
avai l able to a wi de audi ence free of charge.

105. It would not be feasible for nmany non-conmerci al
organi zations to design their own adult access code screening
systens because the adm nistrative burden of creating and
mai ntai ning a screeni ng system and the ongoing costs involved is
beyond their reach. There was testinony that the costs would be
prohi bitive even for a comercial entity such as Hot Wred, the
online version of Wred magazi ne.

106. There is evidence suggesting that adult users,
particularly casual Wb browsers, woul d be discouraged from
retrieving information that required use of a credit card or
password. Andrew Anker testified that HotWred has received many
conplaints fromits nmenbers about Hot Wred's registration system
which requires only that a nmenber supply a name, e-mail address
and sel f-created password. There is concern by comerci al
content providers that age verification requirenents woul d
decrease advertising and revenue because advertisers depend on a
denonstration that the sites are widely available and frequently
vi si t ed.

107. Even if credit card verification or adult
password verification were inplenmented, the Governnment presented

no testinony as to how such systens could ensure that the user of
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t he password or credit card is in fact over 18. The burdens
i nposed by credit card verification and adult password
verification systems nmake them effectively unavailable to a

substantial nunber of Internet content providers.
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The Governnent's "Taggi ng" Proposal

108. The feasibility and effectiveness of "tagging" to
restrict children from accessing "indecent" speech, as proposed
by the Governnment has not been established. "Taggi ng" would
require content providers to |abel all of their "indecent" or
"patently offensive" material by inbedding a string of
characters, such as "XXX,;" in either the URL or HTM.. [If a user
could install software on his or her conputer to recognize the
"XXX" tag, the user could screen out any content with that tag.
Dr. O sen proposed a "-L18" tag, an idea he devel oped for this
hearing in response to M. Bradner's earlier testinony that
certain taggi ng would not be feasible.

109. The parties appear to agree that it is
technologically feasible -- "trivial", in the words of
plaintiffs' expert -- to inbed tags in URLs and HTM., and the
t echnol ogy of tagging underlies both plaintiffs' PICS proposal

and the Governnent's "-L18" proposal.

110. The Governnent's taggi ng proposal would require
all content providers that post arguably "indecent"” material to
review all of their online content, a task that woul d be
extrenely burdensonme for organi zations that provide | arge anmounts

of material online which cannot afford to pay a large staff to

review all of that material. The Carnegie Library would be
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required to hire numerous additional enployees to reviewits on-
line files at an extrenely high cost to its |[imted budget. The
cost and effort would be substantial for the Library and
frequently prohibitive for others. Wtness Kiroshi Kuron ya
testified that it would be inpossible for his organization,
Critical Path, to review all of its material because it has only
one full and one part-time enpl oyee.

111. The task of screening and taggi ng cannot be done
sinply by using software which screens for certain words, as Dr.
A sen acknow edged, and we find that determ nations as to what is
i ndecent require human judgnent.

112. In lieu of reviewing each file individually, a
content provider could tag its entire site but this would prevent
m nors from accessing nmuch material that is not "indecent" under
t he CDA.

113. To be effective, a scheme such as the -L18
proposal would require a worl dw de consensus anong speakers to
use the sanme tag to | abel "indecent"” material. There is
currently no such consensus, and no Internet speaker currently
| abels its speech with the -L18 code or with any other w dely-
recogni zed | abel .

114. Taggi ng al so assunes the existence of software

that recognizes the tags and takes appropriate action when it

- 66-



not es tagged speech. Neither comrercial Wb browsers nor user-
based screening software is currently configured to block a -L18
code. Until such software exists, all speech on the Internet
will continue to travel to whonever requests it, wthout
hi ndrance. Labelling speech has no effect in itself on the
transm ssion (or not) of that speech. Neither plaintiffs nor the
Gover nment suggest that tagging al one would shield mnors from
speech or insulate a speaker fromcrimnal liability under the
CDA. It follows that all speech on any topic that is available to
adults will also be available to children using the Internet
(unless it is blocked by screening software running on the
conmputer the child is using).

115. There is no way that a speaker can use current
technology to know if a listener is using screening software.

116. Tags can not currently activate or deactivate
t hensel ves dependi ng on the age or |ocation of the receiver.
Critical Path, which posts on-line safer sex instructions, would
be unable to inbed tags that block its speech only in communities
where it may be regarded as indecent. Critical Path, for
exanpl e, must choose either to tag its site (blocking its speech

inall conmunities) or not to tag, blocking its speech in none.
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The Problenms of Ofshore Content and Cachi ng

117. A large percentage, perhaps 40% or nore, of
content on the Internet originates outside the United States. At
t he hearing, a witness denonstrated how an I nternet user could
access a Wb site of London (which presumably is on a server in
Engl and), and then link to other sites of interest in England. A
user can sonetinmes discern froma URL that content is com ng from
overseas, since InterNIC allows a content provider to inbed a
country code in a domain nane.2 Foreign content is otherw se
i ndi stingui shable from donestic content (as long as it is in
English), since foreign speech is created, named, and posted in
t he sane manner as donestic speech. There is no requirenent that
forei gn speech contain a country code in its URL. It is
undi sputed that sone foreign speech that travels over the
Internet is sexually explicit.

118. The use of "caching" nakes it difficult to

determ ne whether the material originated fromforeign or

domestic sources. Because of the high cost of using the trans-

2 InterNIC is a nam ng organi zation, not a regul ator of

content. InterNIC and two other European organi zations maintain
a master list of domain names to ensure that no duplication
occurs. Creators of Wb sites must register their domai n nane

with InterNIC, and the agency will instruct the creator to choose
anot her nane if the new Wb site has the nane of an al ready-
existing site. InterNIC has no control over content on a site

after registration
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Atl antic and trans-Pacific cables, and because the high demand on
t hose cables | eads to bottl eneck del ays, content is often
"cached", or tenporarily stored, on servers in the United States.
Material froma foreign source in Europe can travel over the
trans-Atlantic cable to the receiver in the United States, and
pass through a domestic caching server which then stores a copy
for subsequent retrieval. This donmestic caching server, rather
than the original foreign server, will send the material fromthe
cache to the subsequent receivers, w thout placing a demand on
the trans-oceanic cables. This shortcut effectively elimnates
nost of the distance for both the request and the information
and, hence, nost of the delay. The caching server discards the
stored information according to its configuration (e.qg., after a
certain tine or as the demand for the information di m nishes).
Cachi ng therefore advances core Internet values: the cheap and
speedy retrieval of information.

119. Caching is not nerely an international phenonenon.
Donestic content providers store popular donmestic nmaterial on
their caching servers to avoid the delay of successive searches
for the sane material and to decrease the demand on their
| nt ernet connection. America Online can cache the hone page of

the New York Tines on its servers when a subscriber first

requests it, so that subsequent subscribers who nake the sane
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request will receive the sane honme page, but from Anerica

Online's caching service rather than fromthe New York Tines's

server. &
120. Put sinply, to follow the exanple in the prior
par agr aph, America Online has no control over the content that

the New York Tines posts to its Wb site, and the New York Tines

has no control over Anerica Online's distribution of that content

froma caching server.

Anonynity
121. Anonymity is inmportant to Internet users who seek
to access sensitive information, such as users of the Critical
Path AIDS Project's Wb site, the users, particularly gay youth,
of Queer Resources Directory, and users of Stop Prisoner Rape
(SPR). Many nmenbers of SPR s mailing |ist have asked to remain

anonynous due to the stigna of prisoner rape.

Plaintiffs' Choices Under the CDA

122. Many speakers who di splay arguably indecent

content on the Internet nust choose between silence and the risk

2/ Thi s paragraph and the precedi ng paragraph also illustrate
that a content provider mght store its own material or sonmeone
el se's on a caching server. The goal -- saving noney and tine --

is the sane in both cases.
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of prosecution. The CDA's defenses -- credit card verification,
adult access codes, and adult personal identification nunbers --
are effectively unavail able for non-conmercial, not-for-profit
entities.

123. The plaintiffs in this action are busi nesses,
libraries, non-commercial and not-for-profit organizations, and
educational societies and consortia. Although sone of the
material that plaintiffs post online -- such as information
regardi ng protection fromAIDS, birth control or prison rape --
is sexually explicit and may be considered "indecent" or
"patently offensive" in some communities, none of the plaintiffs
is a conmercial purveyor of what is commonly terned

"por nogr aphy. "
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L1l
CONCLUSI ONS OF LAW

Plaintiffs have established a reasonabl e probability of
eventual success in the litigation by denobnstrating that 88§
223(a) (1) (B) and 223(a)(2) of the CDA are unconstitutional on
their face to the extent that they reach indecency. Sections
223(d) (1) and 223(d)(2) of the CDA are unconstitutional on their
face. Accordingly, plaintiffs have shown irreparable injury, no
party has any interest in the enforcenment of an unconstitutional
law, and therefore the public interest will be served by granting

the prelimnary injunction. Elrod v. Burns, 427 U S. 347, 373-74

(1976); Hohe v. Casey, 868 F.2d 69, 72 (3d GCr.), cert. denied,

493 U. S. 848 (1989); Acierno v. New Castle County, 40 F.3d 645,

653 (3d Cir. 1994). The notions for prelimnary injunction wll
t herefore be granted.
The views of the nenbers of the Court in support of

t hese concl usi ons fol |l ow
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SLOVI TER, Chi ef Judge, Court of Appeals for the Third Grcuit:

A

Statutory Provisions

As noted in Part |, Introduction, the plaintiffs
notion for a prelimnary injunction is confined to portions of
two provisions of the Comruni cati ons Decency Act of 1996, §
223(a) and 8§ 223(d), which they contend violate their First
Amendrent free speech and Fifth Anendnent due process rights. To
facilitate reference, | set forth those provisions in full.
Section 223(a), the "indecency" provision, subjects to crim nal
penal ties of inprisonment of no nore than two years or a fine or
bot h anyone who:

1) ininterstate or foreign comuni cations

(B) by neans of a tel ecommuni cations device
knowi ngly --

(1) makes, creates, or solicits, and

(ii) initiates the transm ssion of,

any comrent, request, suggestion, proposal, inage,
or other communi cation which is obscene or

i ndecent, knowi ng that the recipient of the
comuni cation is under 18 years of age, regardless
of whether the maker of such communi cation pl aced
the call or initiated the comunication
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(enmphasi s

(2) knowingly permts any tel ecomrunications facility
under his control to be used for any activity

prohi bited by paragraph (1) with the intent that it be
used for such activity.

added) .

The term "t el ecommuni cations device" is specifically

defined not to include "the use of an interactive conputer

service, "

as that is covered by section 223(d)(1).

Section 223(d), the "patently offensive" provision,

subjects to crimnal penalties anyone who:

(enmphasi s

(1) ininterstate or foreign conmuni cati ons know ngly--

(A) uses an interactive conputer service to send to a
speci fic person or persons under 18 years of age, or

(B) uses any interactive conputer service to display in
a manner available to a person under 18 years of age,
any comrent, request, suggestion, proposal, inage or

ot her comruni cation that, in context, depicts or
describes, in ternms patently offensive as neasured by
contenporary comunity standards, sexual or excretory
activities or organs, regardl ess of whether the use of
such service placed the call or initiated the

comuni cati on; or

(2) knowingly permts any tel ecomrunications facility
under such person's control to be used for an activity
prohi bited by paragraph (1) with the intent that it be
used for such activity.

added) .

Two aspects of these provisions stand out. First, we

are dealing with crimnal provisions, subjecting violators to
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substantial penalties. Second, the provisions on indecent and
patently of fensive comruni cations are not parallel.

The governnent uses the term "indecent" interchangeably
with "patently offensive" and advises that it so construes the
statute in light of the legislative history and the Suprene

Court's analysis of the word "indecent” in FCC v. Pacifica

Foundation, 438 U S. 726 (1978). However, the CDA does not

define "indecent." Notw thstanding Congress' famliarity with
Pacifica, it enacted 8 223(a), covering "indecent”

comuni cations, wthout any |anguage confining "indecent" to
descriptions or depictions of "sexual or excretory activities or

organs," language it included in the reference to "patently

of fensive" in 8§ 223(d)(1)(B). Nor does § 223(a) contain the

phrase "in context," which the governnment believes is rel evant.
The failure to define "indecent” in § 223(a) is thus
arguably a negative pregnant and subject to "the rule of
construction that an express statutory requirenment here,
contrasted with statutory silence there, shows an intent to

confine the requirenent to the specified instance." Field v.

Mans, 116 S.Ct. 437, 442 (1995). See also Gozlon-Peretz v.

United States, 498 U. S. 395, 404 (1991) ("'[Where Congress

i ncl udes particular | anguage in one section of a statute but

omts it in another section of the same Act, it is generally
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presuned t hat Congress acts intentionally and purposely in the

di sparate inclusion or exclusion'") (quoting Russello v. United

States, 464 U.S. 16, 23 (1983)).

Plaintiffs note the difference but do not press this as
a basis for distinguishing between the two sections in their
prelimnary injunction argunents and therefore | will also use
the words interchangeably for this purpose, |eaving open the
i ssue for consideration at the final judgnment stage if it becones
rel evant.

B

Prelimnary | njunction Standard

To obtain a prelimnary injunction, plaintiffs nust
establish that they are likely to prevail on the nerits and that
they will suffer irreparable harmif injunctive relief is not
granted. W al so nmust consider whether the potential harmto the
def endant fromissuance of a tenporary restraining order
out wei ghs possible harmto the plaintiffs if such relief is
deni ed, and whether the granting of injunctive relief is in the

public interest. See Canpbell Soup Co. v. ConAgra, lInc., 977

F.2d 86, 90-91 (3d Cir. 1992); Bradley v. Pittsburgh Bd. of

Educ., 910 F.2d 1172, 1175 (3d Cr. 1990).
In a case in which the injury alleged is a threat to

First Amendnent interests, the finding of irreparable injury is
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often tied to the |ikelihood of success on the nerits. |In Elrod
V. Burns, 427 U S. 347 (1976), the Suprene Court enphasized that
"the loss of First Amendnment freedons, for even mnimal periods

of time, ungquestionably constitutes irreparable injury." [d. at

373 (citing New York Tines Co. v. United States, 403 U. S. 713

(1971)).

Subj ecting speakers to crimnal penalties for speech
that is constitutionally protected in itself raises the spectre
of irreparable harm Even if a court were unwilling to draw that
conclusion fromthe | anguage of the statute itself, plaintiffs
have i ntroduced anpl e evidence that the chall enged provisions, if
not enjoined, will have a chilling effect on their free
expression. Thus, this is not a case in which we are dealing

with a mere incidental inhibition on speech, see Hohe v. Casey,

868 F.2d 69, 73 (3d Gir.), cert. denied, 493 U.S. 848 (1989), but

with a regulation that directly penalizes speech.

Nor could there be any dispute about the public
interest factor which nust be taken into account before a court
grants a prelimnary injunction. No long string of citations is
necessary to find that the public interest weighs in favor of
havi ng access to a free flow of constitutionally protected

speech. See, e.q., Turner Broadcasting System lInc. v. FCC 114
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S. C. 2445, 2458 (1994); Virginia Bd. of Pharnmacy v. Virginia

Ctizens Consuner Council, 425 U.S. 748, 763-65 (1976).

Thus, if plaintiffs have shown a |ikelihood of success
on the nmerits, they will have shown the irreparable injury needed

to entitle themto a prelimnary injunction

C

Appl i cabl e Standard of Revi ew

The CDA is patently a governnent-inposed content-based
restriction on speech, and the speech at issue, whether
denom nated "indecent" or "patently offensive,” is entitled to

constitutional protection. See Sable Conmunications of

California, Inc. v. FCC, 492 U.S. 115, 126 (1989). As such, the

regulation is subject to strict scrutiny, and will only be upheld
if it is justified by a conpelling government interest and if it
is narromMy tailored to effectuate that interest. Sable, 492

U S at 126; see also Turner Broadcasting, 114 S. C. at 2459

(1994). "[T]he benefit gained [by a content-based restriction]
must outweigh the | oss of constitutionally protected rights.”

Elrod v. Burns, 427 U. S. at 363.

The governnent's position on the applicable standard
has been | ess than pellucid but, despite sonme references to a

somewhat | esser burden enployed in broadcasting cases, it now
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appears to have conceded that it has the burden of proof to show
both a conpelling interest and that the statute regul ates | east
restrictively. Tr. of Prelimnary Injunction Hearing at 121 ( My
10, 1996). In any event, the evidence and our Findings of Fact
based thereon show that Internet conmunication, while unique, is
nore akin to tel ephone comruni cation, at issue in Sable, than to
broadcasting, at issue in Pacifica, because, as with the

t el ephone, an Internet user nust act affirmatively and
deliberately to retrieve specific information online. Even if a
broad search will, on occasion, retrieve unwanted materials, the
user virtually always receives sone warning of its content,
significantly reducing the elenment of surprise or "assault"

i nvolved in broadcasting. Therefore, it is highly unlikely that
a very young child will be randomy "surfing" the Web and cone
across "indecent" or "patently offensive" material.

Judge Dal zell's separate opinion fully explores the
reasons for the differential treatnment of radio and tel evision
broadcasting for First Amendnment purposes fromthat accorded
ot her neans of comunication. It follows that to the extent the
Court enployed a less than strict scrutiny standard of review in

Paci fica and ot her broadcasting cases, see, e.d., Red Lion

Broadcasting Co. v. FCC, 395 U S. 367 (1969), there is no reason
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to enploy a less than strict scrutiny standard of reviewin this
case.
D.

The Nature of the Government's | nterest

The governnent asserts that shielding mnors from
access to indecent materials is the conpelling interest
supporting the CDA. It cites in support the statenents of the
Suprene Court that "[i]t is evident beyond the need for
el aboration that a State's interest in "safeguarding the physical
and psychol ogi cal well-being of a mnor' is "conpelling,'" New

York v. Ferber, 458 U. S. 747, 757 (1982)(quoting G obe Newspaper

Co. v. Superior Court, 457 U. S. 596, 607 (1982)), and "there is a

conpelling interest in protecting the physical and psychol ogi cal
wel | -being of mnors. This interest extends to shielding mnors
fromthe influence of literature that is not obscene by adult
standards."” Sable, 492 U S at 126. It also cites the simlar

guot ati on appearing in Fabul ous Assoc., Inc. v. Pennsylvania

Public Utility Conmin, 896 F.2d 780, 787 (3d G r. 1990).

Those statenments were made in cases where the potenti al
harmto children fromthe material was evident. Ferber involved
the constitutionality of a statute which prohibited persons from
knowi ngly pronoting sexual performances by children under 16 and

distributing material depicting such performnces. Sable and
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Fabul ous involved the FCC s ban on "dial -a-porn" (dealing by
definition with pornographic tel ephone nessages). 1In contrast to
the material at issue in those cases, at |east sonme of the

mat eri al subject to coverage under the "indecent"” and "patently
of fensi ve" provisions of the CDA may contain valuable literary,
artistic or educational information of value to older mnors as
wel |l as adults. The Suprene Court has held that "mnors are
entitled to a significant nmeasure of First Amendment protection,
and only in relatively narrow and wel | -defi ned circunmstances may
government bar public dissenm nation of protected naterials to

them" Erznoznik v. Gty of Jacksonville, 422 U S. 205, 212-213

(1975)(citations omtted).

In Erznoznik, the Court rejected an argunment that an
ordi nance prohibiting the display of filnms containing nudity at
drive-in novie theatres served a conpelling interest in
protecting m nor passersby fromthe influence of such filnms. The
Court held that the prohibition was unduly broad, and expl ai ned
that "[s] peech that is neither obscene as to youths nor subject
to some other legitimte proscription cannot be suppressed solely
to protect the young fromideas or inmages that a | egislative body
t hi nks unsuitable for them" 422 U S. at 213-14. As Justice
Scalia noted in Sable, "[t]he nore pornographic what is enbraced

within the . . . category of "indecency,' the nore reasonable it
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beconmes to insist upon greater assurance of insulation from
mnors." Sable, 492 U S. at 132 (Scalia, J., concurring). It
foll ows that where non-pornographic, albeit sexually explicit,
material also falls within the sweep of the statute, the interest
will not be as conpelling.

In part, our consideration of the governnment's show ng
of a "conpelling interest” trenches upon the vagueness i ssue,
di scussed in detail in Judge Buckwal ter's opinion but equally
pertinent to First Anendnment analysis. Material routinely
accept abl e according to the standards of New York City, such as

t he Broadway play Angels in Anmerica which concerns honosexuality

and AIDS portrayed in graphic |anguage, nay be far |ess
acceptable in smaller, |ess cosnopolitan communities of the
United States. Yet the play garnered two Tony Awards and a
Pulitzer prize for its author, and sone uninhibited parents and
teachers mght deemit to be material to be read or assigned to
el eventh and twelfth graders. |f available on the Internet
t hrough sone libraries, the text of the play would likely be
accessed in that manner by at |east sone students, and it would
al so arguably fall within the scope of the CDA

There has been recent public interest in the fenale
genital nmutilation routinely practiced and officially condoned in

some countries. News articles have been descriptive, and it is
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not stretching to assune that this is a subject that occupies
news groups and chat roons on the Internet. W have no assurance

that these di scussi ons, of obvious interest and rel evance to

ol der teenage girls, will not be viewed as patently offensive -
even in context - in sone communities.
O her illustrati ons abound of non-obscene materi al

likely to be available on the Internet but subject to the CDA' s
crimnal provisions. Photographs appearing in National
Ceographic or a travel nmgazine of the sculptures in India of
coupl es copul ating in nunmerous positions, a witten description
of a brutal prison rape, or Francesco Cl enente's painting
"Labirinth," see Def. Exh. 125, all mght be considered to
"depict or describe, in terns patently offensive as neasured by
contenporary comunity standards, sexual or excretory activities
or organs."” 47 U S.C. § 223(d)(1). But the government has nade
no showing that it has a conpelling interest in preventing a
sevent een-year-old m nor from accessi ng such i mages.

By contrast, plaintiffs presented testinony that
material that could be considered indecent, such as that offered
by Stop Prisoner Rape or Critical Path AIDS project, nay be
critically inportant for certain older mnors. For exanple,
there was testinony that one quarter of all new HI 'V infections in

the United States is estimated to occur in young peopl e between
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the ages of 13 and 20, an estinate the governnent nade no effort
to rebut. The witnesses believed that graphic nmaterial that
their organi zations post on the Internet could help save lives,
but were concerned about the CDA's effect on their right to do
so.

The governnent counters that this court should defer to
| egi sl ative concl usions about this matter. However, where First
Amendrent rights are at stake, "[d]eference to a |egislative
finding cannot limt judicial inquiry."” Sable, 492 U S at 129

(quoting Landmark Conmuni cations, Inc. v. Virginia, 435 U S. 829,

843 (1978)). "[Whatever deference is due |legislative findings
woul d not foreclose our independent judgnment of the facts bearing
on an issue of constitutional law " |d.

Moreover, it appears that the |egislative "findings"
t he governnent cites concern primarily testinony and statenents
by | egi slators about the preval ence of obscenity, child
por nography, and sexual solicitation of children on the Internet.
Simlarly, at the hearings before us the governnment introduced
exhibits of sexually explicit material through the testinony of
Agent Howard Schm dt, which consisted prinmarily of the sane type
of hard-core pornographic materials (even if not technically
obscene) whi ch concerned Congress and which fill the shelves of

"adult" book and magazi ne stores. Plaintiffs enphasize that they
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do not challenge the Act's restrictions on speech not protected
by the First Anendnent, such as obscenity, child pornography or
harassment of children. Their suit is based on their assertion,
fully supported by their evidence and our findings, that the CDA
reaches nmuch fart her.

| amfar |less confident than the governnent that its
guotations fromearlier cases in the Suprenme Court signify that
it has shown a conpelling interest in regulating the vast range
of online material covered or potentially covered by the CDA.
Nonet hel ess, | acknow edge that there is certainly a conpelling
government interest to shield a substantial nunmber of mnors from
some of the online material that notivated Congress to enact the
CDA, and do not rest ny decision on the inadequacy of the

government's showing in this regard.

E
The Reach of the Statute

What ever the strength of the interest the governnent
has denonstrated in preventing mnors from accessing "indecent”
and "patently offensive"” material online, if the neans it has
chosen sweeps nore broadly than necessary and thereby chills the
expression of adults, it has overstepped onto rights protected by

the First Amendnent. Sable, 492 U S. at 131.
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The plaintiffs argue that the CDA violates the First
Amendrent because it effectively bans a substantial category of
protected speech fromnost parts of the Internet. The
government responds that the Act does not on its face or in
ef fect ban indecent material that is constitutionally protected
for adults. Thus one of the factual issues before us was the
likely effect of the CDA on the free availability of
constitutionally protected naterial. A wealth of persuasive
evi dence, referred to in detail in the Findings of Fact, proved
that it is either technologically inpossible or economcally
prohi bitive for many of the plaintiffs to conply with the CDA
wi t hout seriously inpeding their posting of online material which
adults have a constitutional right to access.

Wth the possible exception of an e-nmail to a known
reci pient, nost content providers cannot determne the identity
and age of every user accessing their material. Considering
separately content providers that fall roughly into two
categories, we have found that no technol ogy exists which allows
t hose posting on the category of newsgroups, nail exploders or
chat roons to screen for age. Speakers using those fornms of
conmuni cati on cannot control who receives the conmmunication, and
in nost instances are not aware of the identity of the

recipients. If it is not feasible for speakers who comruni cate

- 86-



via these forns of communi cation to conduct age screening, they
woul d have to reduce the |l evel of conmmunication to that which is
appropriate for children in order to be protected under the
statute. This woul d effect a conplete ban even for adults of

some expression, albeit "indecent," to which they are
constitutionally entitled, and thus would be unconstitutional
under the holding in Sable, 492 U S. at 131.

Even as to content providers in the other broad
category, such as the Wrld Wde Wb, where efforts at age
verification are technically feasible through the use of Conmon
Gateway Interface (cgi) scripts (which enable creation of a
docunent that can process information provided by a Wb visitor),
t he Fi ndi ngs of Fact show that as a practical matter, non-
comerci al organi zati ons and even nmany commerci al organi zations
using the Wb would find it prohibitively expensive and
burdensonme to engage in the nmethods of age verification proposed
by the governnment, and that even if they could attenpt to age
verify, there is little assurance that they could successfully
filter out m nors.

The governnent attenpts to circunvent this problem by
seeking to limt the scope of the statute to those content
provi ders who are conmerci al pornographers, and urges that we do

Iikewise in our obligation to save a congressional enactnent from
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facial unconstitutionality wherever possible. But in |ight of
its plain language and its |egislative history, the CDA cannot
reasonably be read as Iimted to commerci al pornographers. A
court may not inmpose a narrow ng construction on a statute unless

it is "readily susceptible” to such a construction. Virginiav.

Aneri can Booksellers Ass'n, 484 U S. 383, 397 (1988). The court

may not "rewrite a law to conformit to constitutiona
requirenents.” |d. Although we may prefer an interpretation of
a statute that will preserve the constitutionality of the

statutory schene, United State v. Cark, 445 U. S. 23, 27 (1980),

we do not have license to rewite a statute to "create

di stinctions where none were intended." Anerican Tobacco Co. V.

Patterson, 456 U.S. 63, 72 n.6 (1982); see also Consuner Party v.

Davis, 778 F.2d 140, 147 (3d G r. 1985). The Court has often
stated that "absent a clearly expressed legislative intention to
the contrary, [statutory] |anguage nmust ordinarily be regarded as

conclusive." Escondido Mut. Water Co. v. La Jolla Band of

M ssion Indians, 466 U S. 765, 772 (1984)(quoting North Dakota v.

United States, 460 U S. 300, 312 (1983)).

It is clear fromthe face of the CDA and fromits
| egi slative history that Congress did not intend to limt its
application to comrercial purveyors of pornography. Congress

unquestionably knew howto |limt the statute to such entities if
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that was its intent, and in fact it did so in provisions relating
to dial-a-porn services. See 47 U.S.C. 8§ 223(b)(2) (A
(crimnalizing maki ng any i ndecent tel ephone comrunication "for

commercial purposes"). It placed no simlar limtation in the

CDA. Moreover, the Conference Report nakes clear that Congress
did not intend to limt the application of the statute to content
provi ders such as those which nmake avail abl e the conmmerci al

mat erial contained in the government's exhibits, and confirns

t hat Congress intended "content regul ation of both comercial and
non-comercial providers.” Conf. Rep. at 191. See also, 141
Cong. Rec. S8089 (daily ed. June 9, 1995) (Statenment of Senator
Exon).

The scope of the CDA is not confined to material that
has a prurient interest or appeal, one of the hall marks of
obscenity, because Congress sought to reach farther. Nor did
Congress include | anguage that woul d define "patently offensive"
or "indecent" to exclude material of serious value. It follows
that to narrow the statute in the manner the government urges
woul d be an i nperm ssible exercise of our limted judicial
function, which is to review the statute as witten for its
conpliance with constitutional mandates.

| concl ude inexorably fromthe foregoing that the CDA

reaches speech subject to the full protection of the First
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Anendnent, at least for adults.¥ In questions of the wtnesses
and in colloquy with the governnment attorneys, it becane evident
that even if "indecent" is read as parallel to "patently

of fensive," the terns would cover a broad range of material from
contenporary filns, plays and books showi ng or describing sexual

activities (e.qg., Leaving Las Vegas) to controversi al

contenporary art and phot ographs show ng sexual organs in
positions that the governnent conceded woul d be patently
of fensive in some communities (e.qg., a Robert Mappl et horpe
phot ograph depicting a man with an erect penis).

We have al so found that there is no effective way for
many | nternet content providers to limt the effective reach of
the CDA to adults because there is no realistic way for nany
providers to ascertain the age of those accessing their
materials. As a consequence, we have found that "[n]any speakers
who di splay arguably indecent content on the Internet must choose
bet ween silence and the risk of prosecution.”™ Such a choi ce,
forced by sections 223(a) and (d) of the CDA, strikes at the

heart of speech of adults as well as mnors.

Y It al so probably covers speech protected by the First

Anendnment for sone mnors a well, because it fails tolimt its
reach to that which is harnful for mnors, an issue which it is
not necessary to decide in light of the other concl usions
reached.
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F
VWhether CDA is Narrowy Tail ored

In the face of such a patent intrusion on a substanti al
category of protected speech for adults, there is sone irony in
consi dering whether the statute is narrowmy tailored or, as
soneti mes put, whether Congress has used the |east restrictive
nmeans to achieve a conpelling governnent interest. See Sabl e,
492 U. S. at 126. It would appear that the extent of the
abri dgenent of the protected speech of adults that it has been
shown the CDA would effect is too intrusive to be outwei ghed by
the governnent's asserted interest, whatever its strength, in
protecting mnors fromaccess to indecent naterial. Nonethel ess,
the formulation of the inquiry requires that we consider the
government's assertion that the statute is narrowWy drafted, and
| proceed to do so.

In this case, the governnent relies on the statutory
defenses for its argunent of narrow tailoring. There are a
nunber of reasons why | am not persuaded that the statutory
def enses can save the CDA froma concl usion of facial
unconstitutionality.

First, it is difficult to characterize a crimnal
statute that hovers over each content provider, like the

proverbi al sword of Danocles, as a narrow tailoring. Crimnal
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prosecution, which carries with it the risk of public obloquy as
wel | as the expense of court preparation and attorneys' fees,
could itself cause incal culable harm No provider, whether an

i ndi vi dual, non-profit corporation, or even large publicly held
corporation, is likely to willingly subject itself to prosecution
for a mscalculation of the prevalent community standards or for
an error in judgnent as to what is indecent. A successful
defense to a crimnal prosecution would be small sol ace i ndeed.

Credit card and adult verification services are
explicitly referred to as defenses in 8 223(e)(5)(B) of the CDA
As is set forth fully in the detail ed Findings of Fact, these
defenses are not technologically or economcally feasible for
nost provi ders.

The governnent then falls back on the affirnmative
defense to prosecution provided in 8§ 223(e)(5)(A) for a person
who "has taken, in good faith, reasonable, effective, and
appropriate actions under the circunstances to restrict or
prevent access by minors to a comrunication specified in such
subsections . . . including any nethod which is feasible under
avai |l abl e technol ogy." The governnent enphasi zes that
"effective" does not require 100% restriction, and that this
defense i s "open-ended" and requires only reasonable efforts

based on current technol ogy.
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But, as the evidence nmade clear, there is no such
technology at this tine. The governnment proffered as one option
that would constitute a valid affirmative defense under §
223(e)(5) (A a "taggi ng" schenme conceived by Dr. Asen in
response to this lawsuit whereby a string of characters woul d be
i mbedded in all arguably indecent or patently offensive material.
Qur Findings of Fact set forth fully the reasons why we found
that the feasibility and effectiveness of tagging in the manner
proposed by the governnent has not been established. Al parties
agree that tagging al one does nothing to prevent children from
accessing potentially indecent material, because it depends upon
t he cooperation of third parties to block the material on which
the tags are enbedded. Yet these third parties, over which the
content providers have no control, are not subject to the CDA |
do not believe a statute is narrowmy tailored when it subjects to
potential crimnal penalties those who nust depend upon third
parties for the effective operation of a statutory defense.

Most inportant, the governnent's "taggi ng" proposal is
purely hypothetical and offers no currently operative defense to
I nternet content providers. At this tine, there is no agreed-
upon "tag" in existence, and no web browsers or user-based

screeni ng systenms are now configured to bl ock tagged materi al .
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Nor, significantly, has the governnment stipulated that a content
provider could avoid liability sinply by tagging its naterial.
Third, even if the technol ogy catches up, as the
government confidently predicts, there will still be a not
insignificant burden attached to effecting a taggi ng defense, a
burden one should not have to bear in order to transmt
i nformation protected under the constitution. For exanple, to
ef fect taggi ng content providers nmust review all of their
mat erial currently published online, as well as all new materi al
they post in the future, to determine if it could be considered
"patently offensive" in any community nationwi de. This would be
burdensonme for all providers, but for the many not-for-profit
entities which currently post thousands of Wb pages, this burden
woul d be one inpossible to sustain.

Finally, the viability of the defenses is intricately
tied to the clarity of the CDA' s scope. Because, |ike Judge
Buckwal ter, and for many of the reasons he gives, | believe that
"indecent" and "patently offensive" are inherently vague,
particularly in light of the governnment's inability to identify
the rel evant community by whose standards the material wll be
j udged, | am not persuaded by the governnent that the statutory
defenses in 8§ 223(e) provide effective protection fromthe

unconstitutional reach of the statute.
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M nors would not be left wi thout any protection from
exposure to patently unsuitable material on the Internet should
t he chal | enged provisions of the CDA be prelimnarily enjoined.
Vi gorous enforcenment of current obscenity and child pornography
| aws shoul d suffice to address the problemthe governnent
identified in court and which concerned Congress. Wen the CDA
was under consideration by Congress, the Justice Departnent
itself conmunicated its view that it was not necessary because it
was prosecuting online obscenity, child pornography and child
solicitation under existing |laws, and would continue to do so.?
It follows that the CDA is not narrowWy tailored, and the
government's attenpt to defend it on that ground nust fail.

G

Prelimnary | njunction

When Congress decided that material unsuitable for
m nors was available on the Internet, it could have chosen to
assi st and support the devel opnment of technol ogy that would
enabl e parents, schools, and libraries to screen such materi al
fromtheir end. It did not do so, and thus did not follow the
exanpl e avail able in the print media where non-obscene but

i ndecent and patently offensive books and nagazi nes abound.

Z See 141 Cong. Rec. S8342 (daily ed. June 14, 1995) (letter
from Kent Markus, Acting Assistant Attorney Ceneral, U'S
Department of Justice, to Senator Leahy).
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Those responsible for mnors undertake the primary obligation to
prevent their exposure to such nmaterial. Instead, in the CDA
Congress chose to place on the speakers the obligation of
screening the nmaterial that would possibly offend sone
conmuni ti es.

Whet her Congress' decision was a wi se one is not at
i ssue here. It was unquestionably a decision that placed the CDA
in serious conflict with our nost cherished protection - the
right to choose the naterial to which we woul d have access.

The governnent makes what | view as an extraordinary
argunment in its brief. It argues that bl ocking technol ogy needed
for effective parental control is not yet w despread but that it

"Will immnently be in place."” Governnent's Post-hearing
Menorandum at 66. It then states that if we uphold the CDA it
"Will likely unleash the 'creative genius' of the Internet
comunity to find a myriad of possible solutions.”™ | can imgine
few argunents less |likely to persuade a court to uphold a
crimnal statute than one that depends on future technology to
cabin the reach of the statute within constitutional bounds.

The governnent nmakes yet another argunent that troubles
me. |t suggests that the concerns expressed by the plaintiffs

and the questions posed by the court reflect an exaggerated

supposition of howit would apply the law, and that we should, in
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effect, trust the Department of Justice to limt the CDA s
application in a reasonabl e fashion that would avoid prosecution
for placing on the Internet works of serious literary or artistic
nmerit. That would require a broad trust indeed froma generation
of judges not far renmoved fromthe attacks on James Joyce's

U ysses as obscene. See United States v. One Book Entitled

U ysses, 72 F.2d 705 (2d GCir. 1934); see al so Book Naned "John

Cleland's Menpirs of a Wonan of Pl easure" v. Attorney General of

Mass., 383 U S. 413 (1966). Even if we were to place confidence
in the reasonabl e judgnent of the representatives of the

Depart ment of Justice who appeared before us, the Departnent is
not a nmonolithic structure, and individual U S. Attorneys in the
various districts of the country have or appear to exercise somne
i ndependence, as reflected by the Departnent's tol erance of
duplicative challenges in this very case.

But the bottomline is that the First Amendment shoul d
not be interpreted to require us to entrust the protection it
affords to the judgnent of prosecutors. Prosecutors conme and go.
Even federal judges are |limted to |ife tenure. The First
Amendrent remains to give protection to future generations as
well. | have no hesitancy in concluding that it is likely that

plaintiffs will prevail on the nerits of their argunent that the
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chal | enged provisions of the CDA are facially invalid under both

the First and Fifth Anmendments.
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BUCKWALTER, District Judge
A

| believe that plaintiffs should prevail in this
litigation.

My conclusion differs in part fromny original
menorandum filed in conjunction with the request for a Tenporary
Restraining Order. As part of the expedited review (per 8 561 of
the CDA), and in contrast to the limted docunentation avail abl e
to me at the tine of the T.R O hearing, we have now gat hered
vol um nous evi dence presented by way of sworn declarations, live

testimony, denonstrative evidence, and other exhibits.Y Based

Y If by virtue of the statute's authorization of expedited
review of its constitutionality, "on its face," 47 U. S. C

8561(a), we were strictly limted to | ooking at the words of the
statute, I would stand by ny T.R O opinion. However, in |ight
of the procedures which are required by 47 U S.C. 8 561(a) and 28
US C 8§ 2284, and were followed by this court in establishing an
extensive record in this case, to ignore the evidence presented
woul d be to ignore what an action for injunctive relief is al
about .

Section 561 reads as foll ows:

8§ 561. EXPEDI TED REVI EW
(a) THREE- JUDGE DI STRI CT COURT HEARI NG - -
Not wi t hst andi ng any ot her provision of law, any civil
action challenging the constitutionality, on its face,
of this title or any amendnent nmade by this title, or
any provision thereof, shall be heard by a district
court of 3 judges convened pursuant to the provisions
of section 2284 of title 28, United States Code.
(continued. ..)
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upon our findings of fact derived from careful consideration of
t hat evidence, | now conclude that this statute is overbroad and
does not neet the strict scrutiny standard in Sable

Communi cations of California, Inc. v. FCC, 492 U. S. 115 (1989).

More specifically, I now find that current technol ogy
is inadequate to provide a safe harbor to nost speakers on the
Internet. On this issue, | concur in Chief Judge Sloviter's
opinion. In addition, |I continue to believe that the word
"indecent" is unconstitutionally vague, and | find that the terns
"in context"” and "patently offensive" also are so vague as to

violate the First and Fifth Anendnents.

= (...continued)
Section 2284 states, in relevant part:

§ 2284. Three-judge court; when required;
conposi tion; procedure

(b) I'n any action required to be heard and
determ ned by a district court of three judges under
subsection (a) of this section, the conposition and
procedure of the court shall be as foll ows: :

(3) A single judge may conduct al

proceedi ngs except the trial . . . . He may

grant a tenporary restraining order on a

specific finding, based on evidence

submitted, that specified irreparabl e danmages

will result if the order is not granted,

whi ch order, unless previously revoked by the

district judge, shall remain in force only

until the hearing and determ nation by the

district court of three judges of an

application for a prelimnary injunction.
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It is, of course, correct that statutes that attenpt to
regul ate the content of speech presunptively violate the First

Amendnent. See e.g. RA V. v. Gty of Saint Paul, 505 U S. 377,

381 (1992). That is as it should be. The prohibition against
Government's regul ati on of speech cannot be set forth any clearer
than in the | anguage of the First Amendnent itself. | suspect,
however, that it may cone as a surprise to many people who have
not followed the evolution of constitutional |aw that, by
inplication at |east, the First Amendnment provides that Congress
shall make no | aw abridgi ng the freedom of speech unless that |aw
advances a conpel | i ng governnental interest.? Qur cherished
freedom of speech does not cover as broad a spectrum as one nay

have gl eaned from a sinple reading of the Arendnent.?¥

Z Justice Kennedy argues in his opinion in Sinon & Schuster v.
New York Crinme Victins Bd., 502 U. S. 105, 120 (1991), that "[t]he
regul ated content has the full protection of the First Anmendnent
and this, | submt, is itself a full and sufficient reason for

hol ding the statute unconstitutional. In ny viewit is both
unnecessary and incorrect to ask whether the state can show t hat
the statute 'is necessary to serve a conpelling state interest
and is narrowy drawn to achieve that end.'" |In the present

case, there is no disagreenent that indecent and patently

of fensi ve speech have the full protection of the First Anendnent.

¥ Not only has speech been divided up and given values -- with
sonme types of speech given little or no protection (obscenity,
fighting words, possibly commercial speech) -- but also, by court

deci sions over the years, it has been decided that the content of
speech can i ndeed be regul ated provided that the regulation wll
directly and materially advance a conpel ling government interest,
and that it is narromy tailored to acconplish that interest in
(continued. . .)
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First Amendnent jurisprudence has devel oped into a
study of intertw ning standards and applications, perhaps as a
necessary response to our ever-evolving culture and nodes of
comuni cat i on. ¥

Essentially, ny concerns are these: above all,
believe that the challenged provisions are so vague as to violate
both the First and Fifth Arendnents, and in particul ar that
Congress' reliance on Pacifica is msplaced. In addition, |

believe that technology as it currently exists -- and it bears

(...continued)

the |l east restrictive manner. However, any content-based
restriction nmust survive this nost exacting scrutiny. Sable, 492
U. S. 115; Texas v. Johnson, 491 U. S. 397 (1989).

4l

The plaintiffs have made facial challenges to the disputed
provi sions of the CDA on grounds of both vagueness and

over breadth. The approach taken and | anguage used in eval uating
a statute under each of these doctrines comm ngles, and

frequently is treated as a single approach. "W have
traditionally viewed vagueness and overbreadth as logically
related and simlar doctrines.” Kolender v. Lawson, 461 U.S.

352, 358 n.8 (1983) (citing Keyishian v. Board of Regents, 385

U S. 589, 609, (1967); NAACP v. Button, 371 U S. 415, 433
(1963)). Even in cases where the court attenpts to distinguish
these two doctrines, it acknow edges sone interplay between them
See e.g. Village of Hoffnman Estates v. Flipside, Hoffnman Estates,
Inc., 455 U. S. 489, 494, and n. 6 (1982).

I n addition, when discussing overbreadth, one cannot
avoid reference to the sane | anguage used to describe and apply
the strict scrutiny standard to constitutionally protected
activities. See e.g. Sable, 492 U S. at 131; Roberts v. Jaycees,
468 U. S. 609, 623 (1984). Wiile there are occasional attenpts to
argue for clear distinctions anong these doctrines, see e.g.

Kol ender, 461 U S. at 369 (Wite, J., Rehnquist, J. dissenting),
such bright lines sinply have not been, and nost |ikely cannot
be, drawn in this area.
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repeating that we are at the prelimnary injunction phase only --
cannot provide a safe harbor for nost speakers on the Internet,
thus rendering the statute unconstitutional under a strict
scrutiny analysis. | refer to Chief Judge Sloviter's nore
detail ed anal ysis of this issue.

While | believe that our findings of fact clearly show
that as yet no defense is technologically feasible, and while |
al so have found the present Act to be unconstitutionally vague,
believe it is too early in the devel opnent of this new nediumto
conclude that other attenpts to regulate protected speech within
the mediumwi Il fail a challenge. That is to say that |
specifically do not find that any and all statutory regul ati on of
prot ected speech on the Internet could not survive constitutional
scrutiny. Prior cases have established that governnent
regul ation to prevent access by mnors to speech protected for
adults, even in nedia considered the vanguard of our First
Amendrent protections, like print, may withstand a constitutional

chal l enge. See e.g. G nsberg v. New York, 390 U S. 629, 635

(1968) (" Material which is protected for distribution to adults

is not necessarily constitutionally protected fromrestriction

upon its dissemnation to children.'") (quoting Bookcase Inc. V.

Broderick, 18 N Y.2d 71, 75, 271 N Y.S.2d 947, 952, 218 N.E. 2d

668, 671 (1966), appeal dism ssed, sub nom Bookcase, Inc. V.
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Leary, 385 U S. 12 (1966)). It should be noted that those
restrictions that have been found constitutional were sensitive
to the unique qualities of the medium at which the restriction

was ai ned.

B

This statute, all parties agree, deals with protected
speech, the preservation of which has been extolled by court
after court in case after case as the keystone, the bulwark, the
very heart of our denocracy. What is nore, the CDA attenpts to
regul ate protected speech through crimnal sanctions, thus
inplicating not only the First but also the Fifth Anendnent of
our Constitution. The concept of due process is every bit as
important to our formof governnent as is free speech. [If free
speech is at the heart of our denocracy, then surely due process
is the very lifeblood of our body politic; for without it,
denocracy could not survive. Distilled to its essence, due
process is, of course, nothing nore and nothing |less than fair
play. |If our citizens cannot rely on fair play in their
relationship with their governnment, the stature of our governnent
as a shining exanple of denocracy woul d be greatly di m ni shed.
believe that an exacting or strict scrutiny of a statute which
attenpts to crimnalize protected speech requires a word by word
| ook at that statute to be sure that it clearly sets forth as
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preci sely as possible what constitutes a violation of the
statute.

The reason for such an exami nation is obvious. |If the
Government is going to intrude upon the sacred ground of the
First Anendnent and tell its citizens that their exercise of
protected speech could land themin jail, the | aw inposing such a
penalty nust clearly define the prohibited speech not only for
the potential offender but also for the potential enforcer.

Kol ender, 461 U.S. 352; Hoffnman Estates, 455 U S. 489; Smth v.

Goguen, 415 U. S. 566 (1974); Gayned v. Cty of Rockford, 408

U 'S 104 (1972); Wnters v. New York, 333 U S. 507 (1948).

In dealing with i ssues of vagueness and due process
over the years, the Suprene Court has enunci ated nany not abl e
principles. One concern with vague |aws relates to the issue of
notice. The ol der cases have used phrases such as "a statute
which either forbids or requires the doing of an act in terns so
vague that nen of common intelligence nmust necessarily guess at
its meaning and differ as to its application violates the first

essential of due process of |aw, Connally v. GCeneral Const.

Co., 269 U S. 385, 391 (1926) (citations omtted); "it will not
do to hold an average man to the peril of indictrment for the
unwi se exercise of his . . . know edge involving so many factors

of varying effect that neither the person to decide in advance
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nor the jury to try himafter the fact can safely and certainly

judge the result,”™ dine v. Frink Dairy Co., 274 U S. 445, 465

(1927); and "[n]o one nmay be required at peril of life, liberty
or property to speculate as to the nmeani ng of penal statutes.

Al are entitled to be inforned as to what the State commands or

forbids,"” Lanzetta v. New Jersey, 306 U S. 451, 453 (1939).
Second, the Court has said that |laws must provide precise
standards for those who apply themto prevent arbitrary and

di scrimnatory enforcenent, because "[w]hen the legislature fails
to provide such mnimal guidelines, a crimnal statute rmay permt
"a standardl ess sweep [that] allows policenen, prosecutors, and
juries to pursue their personal predilections.'" Kolender, 461
U S at 358 (citing Goguen, 415 U.S. at 575). Finally, when
First Anmendnent concerns have been inplicated, a stricter
standard of exam nation for vagueness is inperative. "[T]his
court has intimated that stricter standards of perm ssible
statutory vagueness may be applied to a statute having a
potentially inhibiting effect on speech; a man may the | ess be
required to act at his peril here, because the free dissem nation

of ideas may be the loser.”" Smth v. California, 361 U S. 147,

151 (1959). See also Hoffnman Estates, 455 U. S. at 499

("[P]erhaps the nost inportant factor affecting the clarity that

the Constitution demands of a lawis whether it threatens to
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inhibit the exercise of constitutionally protected rights.

for exanpl e,

I f,

the law interferes with the right of free speech

, a nore stringent vagueness test should apply."”) (citations

omtted).

A case which suns up vagueness as it

process as succinctly as any other is Gayned v. Gty of

Rockf or d. Here the court said:

It is a basic principle of due process
that an enactnment is void for vagueness
if its prohibitions are not clearly
defined. Vague |aws offend severa

i nportant values. First, because we
assune that man is free to steer between
| awf ul and unl awful conduct, we insist
that | aws give the person of ordinary
intelligence a reasonabl e opportunity to
know what is prohibited, so that he may
act accordingly. Vague laws may trap

t he i nnocent by not providing fair
war ni ng. Second, if arbitrary and

di scrimnatory enforcenent is to be
prevented, |aws nust provide explicit
standards for those who apply them A
vague | aw i nperm ssibly del egates basic
policy matters to policenen, judges, and
juries for resolution on an ad hoc and
subj ective basis, with the attendant
dangers of arbitrary and di scrimnatory
application. Third, but rel ated, where
a vague statute "abut[s] upon sensitive
areas of basic First Amendment
freedons,"” it "operates to inhibit the
exerci se of [those] freedons."
Uncertain meanings inevitably | ead
citizens to "'steer far wi der of the
unl awful zone' . . . than if the
boundaries of the forbidden areas were
clearly marked."
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Grayned, 408 U.S. at 108-109 (citations omtted).

At the sanme time, in considering the vagueness issue,
as the Government correctly points out, "[Clondemed to the use
of words, we can never expect mathematical certainty from our

| anguage. " Grayned, 408 U.S. at 110. See also Hof f man Est at es,

455 U.S. 489; Hynes v. Mayor & Council of Oradell, 425 U. S. 610

(1976); Goquen, 415 U.S. 566. In addition, it will always be
true that the fertile legal "inmagination can conjure hypothetica
cases in which the neaning of [disputed] ternms will be in nice

guestion.” Anerican Conmunications Assn. v. Douds, 339 U. S. 382,

412 (1950). Thus, as | considered the vagueness issue | have
kept in mnd the observation of Justice Hol mes, denying a

chal |l enge to vagueness in Nash v. United States, 229 U S. 373

(1913). To Justice Holnmes, "the lawis full of instances where a
man's fate depends on his estimating rightly, that is, as the
jury subsequently estinates it, some matter of degree. |If his
judgnment is wong, not only may he incur a fine or a short
imprisonment . . ., he may incur the penalty of death." Nash,
229 U.S. at 377. Even nore recently the court has stated that
"due process does not require "inpossible standards' of clarity.”

Kol ender, 461 U. S. at 361, (quoting United States v. Petrillo,

332 U.S. 1, 7-8 (1947)). It is with all of these principles in
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mnd, as they interplay with the unique features of the Internet,
that | have reached mnmy concl usion.

The fundanmental constitutional principle that concerns
nme is one of sinple fairness, and that is absent in the CDA. The
Government initially argues that "indecent” in this statute is
the sane as "patently offensive.” | do not agree that a facial
reading of this statute supports that conclusion. The CDA does

not define the term"indecent,"” and the FCC has not pronul gated
regul ati ons defining indecency in the nedium of cyberspace. | f
"indecent" and "patently offensive" were intended to have the
same neani ng, surely section (a) could have mrrored section
(d)'s language.? Indecent in this statute is an undefined word
whi ch, standing al one, offers no guidelines whatsoever as to its

parameters. Interestingly, another federal crinme gives a

definition to indecent entirely different fromthat proposed in

& Conmparing a different portion of each of these two

provi si ons suggests that different terns are not to be read to
nmean the sanme thing. As witten, section (a) pertains to

t el ecommuni cati ons devices, and section (d) to interactive
conput er services. Wile we have not entirely resolved the
tensi on between these definitions at this stage, it has been
established that these ternms are not synonynous, but are in fact
intended to denote different technologies. This, together with
the rule of statutory construction set forth in Chief Judge
Sloviter's opinion, seens to suggest on the face of the statute
t hat i ndecent and patently offensive also are not to be read as
synonynous.
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the present case.? \Wile not applicable here, this exanple
shows the indeterm nate nature of the word and the need for clear
definition, particularly in a statute which infringes upon
protected speech. Although the use of different terns in §
223(a) and (d) suggests that Congress intended that the terns
have different nmeani ngs, the Conference Report indicates an
intention to treat § 223(a) as containing the sanme | anguage as §
223(d). Conf. Rep. at 188-89 ("The conferees intend that the
termindecency . . . has the same neaning as established in FCC

v. Pacifica Foundation, 438 U S. 726 (1978) and [ Sable] and "New

section 223(d)(1) codifies the definition of indecency from

[Pacifical] . . . . The precise contours of the definition of
i ndecency have varied . . . . The essence of the phrase --

patently of fensive descriptions of sexual and excretory
activities -- has remai ned constant, however."). Therefore, |

wi || acknow edge that the termindecency is "reasonably
susceptible” to the definition offered in the Conference Report
and m ght therefore adopt such a narrowing construction if it
woul d t hereby preserve the constitutionality of the statute. See

Virginia v. Anerican Booksellers Associ ation, 484 U. S. 383, 397

(1988); Erznoznik v. Cty of Jacksonville, 422 U S. 205 (1975).

& 18 U.S.C. 81461 states, "The term “indecent' as used in this
section includes matter of a character tending to incite arson,
mur der or assassi nation."
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Accepting these terns as synonynous, however, provides
no greater help to a speaker attenpting to conply with the CDA
Contrary to the Governnent's suggestion, Pacifica does not answer
t he question of whether the ternms pass constitutional nuster in
the present case. |In Pacifica, the Court did not consider a

vagueness chal lenge to the term "indecent,"” but considered only
whet her the Government had the authority to regulate the
particul ar broadcast at issue -- George Carlin's Mpnol ogue
entitled "Filthy Wirds.” In finding in the affirmative, the
Court enphasized that its narrow holding applied only to
broadcasting, which is "uniquely accessible to children, even
those too young to read." 438 U.S. at 749. Thus, while the
Court sanctioned the FCC s tine restrictions on a radi o program
that repeatedly used vul gar | anguage, the Suprene Court did not
hold that use of the term"indecent"” in a statute applied to
other media, particularly a crimnal statute, would be on safe
constitutional ground.

The Suprenme Court nore recently had occasion to
consider a statute banning "indecent"” material in the dial-a-porn
context in Sable, 492 U S. 115, and found that a conplete ban on
such programm ng viol ated the First Amendnent because it was not

narrowmy tailored to serve the purpose of limting children's

access to conmercial pornographic tel ephone nmessages. Once
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again, the Court did not consider a challenge to the term
"indecent" on vagueness grounds, and indeed has never directly
ruled on this issue.

Several other courts have, however, upheld the use of
the termin statutes regulating different nmedia. For exanple, in

I nformation Providers' Coalition v. FCC, 928 F.2d 866 (9th G r

1991), the Ninth Crcuit Court of Appeals considered whether the
term"indecent” in the 1989 Amendnent to the Communi cati ons Act
regul ati ng access to tel ephone dial-a-porn services and the FCC s
i npl enenting regul ati ons was void for vagueness. The FCC had
defined "indecent" as "the description or depiction of sexual or
excretory activities or organs in a patently offensive manner as
nmeasured by contenporary community standards for the tel ephone
medium" 928 F.2d at 874. Although recognizing that the Suprene
Court had never explicitly ruled on a vagueness challenge to the
term the court read Sable and Pacifica as having inplicitly
accepted the use of this definition of "indecent."” The court
further stated that the FCC s definition of "indecent" was no

| ess inprecise than was the definition of "obscenity" as

announced in Mller v. California, 413 U S. 15, 25 (1973), and

t hus concl uded that "indecent" as pertained to dial-a-porn
regul ati ons nmust survive a vagueness chall enge. See also D al

| nformation Services v. Thornburgh, 938 F.2d 1535 (2d Cir. 1991),
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(uphol di ng the use of "indecent" in the sane anendnent to the

Communi cations Act and FCC regul ations.); Action for Children's

Television v. FCC, 932 F.2d 1504, 1508 (D.C.GCir. 1991) (rejecting

vagueness chal l enge to "indecency" provision in broadcast
t el evi sion regul ations).Z
Not abl y, however, in these tel ephone and cabl e
tel evi si on cases the FCC had defined i ndecent as patently
of fensive by reference to contenporary comrunity standards for

that particular nmedium See, e.g., Pacifica, 438 U S. at 732

(defining "indecent" by reference to terns "patently offensive as
nmeasured by contenporary community standards for the broadcast

mediuni'); Dial Infornmation Services, 938 F.2d at 1540 (defining

i ndecency by reference to contenporary community standards for
t he tel ephone nmediun). Here, the provision is not so |inmted.
In fact, there is no effort to conformthe restricting terns to
t he nmedi um of cyberspace, as is required under Pacifica and its
progeny.

The Governnent attenpts to save the "indecency" and

"patently offensive" provisions by claimng that the provisions

v Al t hough the Supreme Court may rul e on the vagueness

guestion in the context of cable television regulation in

Al liance for Conmunity Media v. FCC, 56 F.3d 105 (D.C. Gr

1995), currently pending on certiorari before the Court, we wll
not defer adjudication of this issue as the constitutionality of
the termin the cable context nmay not be determ native of its use
i n cyberspace.
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woul d only be used to prosecute pornographic works which, when
considered "in context" as the statute requires, would be
consi dered "indecent" or "patently offensive" in any comunity.
The Governnent thus contends that plaintiffs' fears of
prosecution for publishing material about nmatters of health, art,
literature or civil liberties are exaggerated and unjustified.
The Governnent's argunent raises two issues: first is the
guestion of which "community standards" apply in cyberspace,
under the CDA; and second is the proposition that citizens should
sinply rely upon prosecutors to apply the statute
constitutionally.

Are the contenporary community standards to be applied
t hose of the vast world of cyberspace, in accordance with the
Act's apparent intent to establish a uniformnational standard of
content regul ation? The Governnment offered no evidence of any
such national standard or nationw de consensus as to what woul d
be considered "patently offensive®". On the contrary, in
supporting the use of the term"indecent"” in the CDA, the
Gover nment suggests that, in part, this termwas chosen as a
means of insulating children frommaterial not restricted under
current obscenity laws. This additional termis necessary, the
Government states, because "whether sonething rises to the |eve

of obscene is a legal conclusion that, by definition, may vary
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fromcomunity to community.” CGovt. Brief at 31. |n support of
its argunment, the Government points to the Second Circuit's

decision in United States v. Various Articles of Obscene

Mer chandi se, Schedul e No. 2102, 709 F.2d 132, 134, 137 (2d Cr.

1983), which upheld the district court's conclusion that
"detailed portrayals of genitalia, sexual intercourse, fellatio,
and masturbation” including the film"Deep Throat" and ot her

por nographic filns and magazi nes, are not obscene in |ight of the
comunity standards prevailing in New York City." Wat this
argurment indicates is that as interpretations of obscenity ebb
and fl ow t hroughout various comrunities, restrictions on indecent
mat erial are meant to cover a greater or |esser quantity of

mat eri al not reached by each community's obscenity standard. It
follows that to do this, what constitutes indecency nust be as
open to fluctuation as the obscenity standard and cannot be
rigidly constructed as a single national standard if it is meant
to function as the Governnent has suggested. As Justice Scalia
stated, "[t]he nore narrow t he understandi ng of what is
"obscene,' . . . the nore pornographic what is enbraced within

t he residual category of "indecency.'" Sable, 492 U S. at 132
(Scalia, J. concurring). This understanding is consistent with
the case law, in which the Suprene Court has explained that the

rel evant conmunity is the one where the information is accessed
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and where the local jury sits. See Sable, 492 U S. at 125;
Hamling v. United States, 418 U. S. 87 (1974); Mller, 413 U S. at

30 ("[Qur nation is sinply too big and too diverse for this
Court to reasonably expect that such standards [of what is
patently offensive] could be articulated for all 50 states in a
single formulation."). However, the Conference Report with
regard to the CDA states that the Act is "intended to establish a
uni form national standard of content regulation.” Conf. Rep. at
191. This conflict inevitably |eaves the reader of the CDA
unabl e to discern the relevant "community standard,” and w ||
undoubt edly cause Internet users to "steer far w der of the

unl awful zone" than if the community standard to be applied were
clearly defined. The chilling effect on the Internet users

exerci se of free speech is obvious. See Baggett v. Bullitt, 377

U S. 360, 372 (1964). This is precisely the vice of vagueness.
In addition, the Governnment's argunent that the
chal I enged provisions will be applied only to "pornographic"
materials, and will not be applied to works with serious value is
Wi t hout support in the CDA itself. Unlike in the obscenity
context, indecency has not been defined to exclude works of
serious literary, artistic, political or scientific value, and
therefore the Governnment's suggestion that it will not be used to

prosecute publishers of such material is w thout foundation in
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the lawitself. The Governnent's claimthat the work nust be
consi dered patently offensive "in context" does nothing to
clarify the provision, for it fails to explain which context is
relevant. "Context" may refer to, anong other things, the nature
of the communication as a whole, the tine of day it was conveyed,
t he nedium used, the identity of the speaker, or whether or not
it is acconpani ed by appropriate warnings. See e.g., Pacifica,
438 U. S. at 741 n.16, n.17 (referring to "the context of the
whol e book," and to the unique interpretation of the First
Amendrent "in the broadcasting context").

The thrust of the Governnment's argunent is that the
court should trust prosecutors to prosecute only a small segnent
of those speakers subject to the CDA s restrictions, and whose
wor ks woul d reasonably be considered "patently offensive" in
every comunity. Such unfettered discretion to prosecutors,
however, is precisely what due process does not allow "It wll
not do to say that a prosecutor's sense of fairness and the
Constitution would prevent a successful . . . prosecution for
some of the activities seem ngly enbraced within the sweeping
statutory definitions. The hazard of being prosecuted .
nevertheless remains . . . . Wll-intentioned prosecutors and
judicial safeguards do not neutralize the vice of a vague |aw. "

Baggett, 377 U S. at 373-74; see also Keyishian v. Board of
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Regents, 385 U.S. 589, 599 (1967)("[i]t is no answer"” to a vague
| aw for the Governnent "to say that the statute would not be
applied in such a case.”). And we cannot overl ook the vagaries
of politics. Wat may be, figuratively speaking, one

adm nistration's pen may be another's sword.

The evi dence and argunents presented by the Governnent
illustrate the possibility of arbitrary enforcenent of the Act.
For exanpl e, one Government expert opined that any of the so-
called "seven dirty words" used in the Carlin nonol ogue woul d be
subj ect to the CDA and therefore should be "tagged," as should
pai nti ngs of nudes displayed on a nuseumis web site. The
Government has suggested in its brief, however, that the Act
shoul d not be so applied. See Govt. Brief at 37 (suggesting that
"seven dirty words" if used "in the context of serious
di scussi ons"” woul d not be subject to the Act). Even Governnent
counsel was unable to define "indecency" with specificity. The
Justice Departnment attorney could not respond to numerous
guestions fromthe court regardi ng whether, for exanple, artistic
phot ographs of a nude nman with an erect penis, depictions of
I ndi an statues portraying different methods of copulation, or the
transcri pt of a scene froma contenporary play about AIDS could

be considered "indecent" under the Act.
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Plaintiffs al so argue that section 223(e)(5)(A) of the
CDA, offering a defense for speakers who take "good faith,
reasonabl e, effective and appropriate actions under the
circunstances to restrict or prevent access by mnors to a
comuni cation” covered by the Act, is unconstitutionally vague
because it fails to specify what would constitute an effective
defense to prosecution. The plain |anguage of the safe harbor
provi sion indicates an effort to ensure that the statute limts
speech in the |east restrictive neans possible by taking into
account emerging technologies in allowi ng for any and al
"reasonabl e, effective and appropriate” approaches to restricting
m nors' access to the proscribed material. But, the statute
itself does not contain any description of what, other than
credit card verification and adult identification codes -- which
we have established remain unavail able to nost content providers
-- will protect a speaker from prosecution. Significantly,
al though the FCC is authorized to specify nmeasures that m ght
satisfy this defense, the FCC s views will not be definitive but
will only "be admtted as evidence of good faith efforts” that
t he def endant has nmet the requirenents of the defense. 47 U S. C
§ 223(e)(6). Thus, individuals attenpting to conply with the

statute presently have no clear indication of what actions wll
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ensure that they will be insulated fromcrimnal sanctions under

t he CDA.
C.
The consequences of posting indecent content are
severe.¥ | recognize that people nust make judgnents each and

every day, many tinmes in the nost intinmate of relationships and
that an error in judgnent can have serious consequences. It is
al so true that where those consequences involve penal sanctions,
a crimnal |law or statute has nore often than not carefully
defined the proscribed conduct. It is not so nmuch that the
accused needs these precise definitions, as it has been said he
or she rarely reads the law in advance. Wat is nore inportant
is that the enforcer of statutes nust be guided by clear and
preci se standards. |In statutes that break into relatively new
areas, such as this one, the need for definition of terns is
greater, because even commonly understood terns may have

different connotations or paraneters in this new context.?

¥ Each intentional act of posting indecent content for display

shal |l be considered a separate violation of this subsection and
carries with it a fine, a prison termof up to two years, or
both. 47 U S.C. § 223(a),(d) and Conf. Rep. at 189.

9 As | have noted, the unique nature of the nedium cannot be
over enphasi zed i n di scussing and determ ning the vagueness i ssue.
This is not to suggest that new technol ogy should drive
constitutional law. To the contrary, | remain of the belief that
(continued. . .)
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Wirds cannot define conduct wi th mat hemati cal
certainty, and lawers, like the bright and intelligent ones now
before us, will nobst certainly continue to devise ways by which
to challenge them This rationale, however, can neither support
a finding of constitutionality nor relieve legislators fromthe
very difficult task of carefully drafting legislation tailored to
its goal and sensitive to the unique characteristics of, in this

i nstance, cyberspace.

(...continued)

our fundamental constitutional principles can accommbdat e any

t echnol ogi cal achi evenents, even those which, presently seemto
many to be in the nature of a mracle such as the Internet.
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DALZELL, District Judge
A. Introduction
| begin with first principles: As a general rule, the

Constitution forbids the Governnent from silencing speakers

because of their particular nmessage. R A V. v. Gty of Saint
Paul , 112 S. C. 2538, 2542 (1992). "CQur political system and

cultural life rest upon this ideal." Turner Broadcasting Sys. V.

ECC, 114 S. . 2445, 2458 (1994). This general rule is subject
only to "narrow and wel | -under st ood exceptions”. 1d. A law
that, as here, regul ates speech on the basis of its content, is
"presunptively invalid'. RAV., 112 S. C. at 2542.

Two of the exceptions to this general rule deal with
obscenity (comonly understood to include so-called hardcore

pornography), Mller v. California, 413 U S. 15 (1973), and child

por nography, New York v. Ferber, 458 U S. 747 (1982). The

Government can and does punish with crimnal sanction people who
engage in these forns of speech. 18 U S.C. 88 1464-65
(crimnalizing obscene material); id. 88 2251-52 (crimnalizing
chil d pornography). Indeed, the Governnment coul d punish these
forms of speech on the Internet even without the CDA. E.q.,
United States v. Thomas, 74 F.3d 701, 704-05 (6th Cr. 1995)
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(affirm ng obscenity convictions for the operation of a conputer
bul l etin board).

The Governnent could al so conpletely ban obscenity and
child pornography fromthe Internet. No Internet speaker has a
right to engage in these fornms of speech, and no Internet
listener has a right to receive them Child pornography and
obscenity have "no constitutional protection, and the governnent
may ban [them] outright in certain nmedia, or in all." Aliance

for Community Media v. FCC, 56 F.3d 105, 112 (D.C. G r. 1995

(citing RA V., 112 S. . at 2545), cert. granted sub nom

Denver Area Educ. Tel ecommuni cati ons Consortium 116 S. C. 471

(1996); see also Ferber, 458 U. S. at 756. As R A V. notes, "'the

freedom of speech' referred to by the First Amendnent does not
include a freedomto disregard these traditional |limtations."
RAV., 112 S. C. at 2543.

The cases before us, however, are not about obscenity
or child pornography. Plaintiffs in these actions claimno right
to engage in these forms of speech in the future, nor does the
Government intimate that plaintiffs have engaged in these forns
of speech in the past.

This case is about "indecency", as that word has cone
to be understood since the Suprene Court's decisions in FCC v.

Paci fica Foundation, 438 U S. 726 (1976), and Sabl e
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Communi cations v. FCC, 492 U. S. 115 (1989). The | egal

difficulties in these actions arise because of the special place
t hat i ndecency occupies in the Suprenme Court's First Amendnent
jurisprudence. Wile adults have a First Amendnent right to
engage in indecent speech, Sable, 492 U S. at 126; see also
Pacifica, 438 U S. at 747-48, the Suprene Court has al so held
that the Governnent may, consistent with the Constitution,
regul ate i ndecency on radio and television, and in the "dial-a-
porn” context, as long as the regul ati on does not operate as a
conpl ete ban. Thus, any regul ation of indecency in these areas
must give adults access to indecent speech, which is their right.
The Governnent may only regul ate i ndecent speech for a
conpel ling reason, and in the |least restrictive manner. Sabl e,
492 U. S. at 126. "It is not enough to show that the Governnment's
ends are conpel ling; the neans nust be carefully tailored to
achi eve those ends.” 1d. This "nost exacting scrutiny”, Turner,
114 S. C. at 2459, requires the Governnment to "denonstrate that
the recited harns are real, not nerely conjectural, and that the
regulation will in fact alleviate these harms in a direct and

material way." United States v. National Treasury Enployees

Union, 115 S. . 1003, 1017 (1995) (citing Turner, 114 S. C. at
1017). Thus, although our anal ysis here must bal ance ends and

nmeans, the scales tip at the outset in plaintiffs' favor. This
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is so because "[r]egulations which permt the Governnment to
di scrimnate on the basis of the content of the nmessage cannot be

tol erated under the First Amendnent." Sinpbn & Schuster, Inc. V.

Menmbers of the New York State Crine Victins Board, 502 U S. 105,

116 (1991) (citation omtted).
The Governnent argues that this case is really about
por nography on the Internet. Apart from hardcore and child

por nogr aphy, however, the word pornography does not have a fixed

| egal nmeaning. Wen | use the word pornography in ny analysis

below, | refer to for-profit purveyors of sexually explicit,

"adult" material simlar to that at issue in Sable. See 492 U S.

at 118. Pornography is nornmally either obscene or indecent, as

Justice Scalia noted in his concurrence in Sable. Id. at 132.

woul d avoi d using such an inprecise (and overbroad) word, but |
feel conpelled to do so here, since Congress undoubtedly had such

material in mnd when it passed the CDA. See S. Rep. No. 230,

104th Cong., 2d Sess. 187-91 (1996), reprinted in 1996
US CCAN 10, 200-05 [hereinafter Senate Report]. Moreover,

t he Governnent has defended the Act before this court by arguing

that the Act could be constitutionally applied to such material.
Plaintiffs have, as noted, noved for a prelimnary

injunction. The standards for such relief are well-settl ed.

Plaintiffs seeking prelimnary injunctive relief nust show (1)
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"[a] reasonabl e probability of eventual success in the

litigation" and (2) "irreparabl[e] injur[y] pendente lite" if

relief is not granted. Acierno v. New Castle County, 40 F.2d

645, 653 (3d Cr. 1994). W nust also consider, if appropriate,
(3) "the possibility of harmto other interested persons fromthe
grant or denial of the injunction”, and (4) "the public

i nterest". Id.; see also Opticians Ass'n v. | ndependent

Opticians, 920 F.2d 187, 192 (3d G r. 1990).

In a First Arendnent challenge, a plaintiff who neets
the first prong of the test for a prelimnary injunction wll
al nost certainly neet the second, since irreparable injury

normal Iy arises out of the deprivation of speech rights, "for

even mnimal periods of time". Elrod v. Burns, 427 U S. 347,

373-74 (1976); Hohe v. Casey, 868 F.2d 69, 72 (3d Gr.), cert.

deni ed, 493 U. S. 848 (1989). O course, neither the Governnment
nor the public generally can claiman interest in the enforcenent
of an unconstitutional law. Thus, | focus ny |legal analysis
today primarily on whether plaintiffs have shown a |ikelihood of
success on their claimthat the CDA is unconstitutional. The

i ssues of irreparable harmto plaintiffs, harmto third parties,

and the public interest all flow fromthat determ nation.?

Y By Order dated March 13, 1996, we asked the parties to
submit their views on questions regarding allocation of the
(continued. . .)
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Plaintiffs' challenge here is a "facial" one. A |law
that regul ates the content of speech is facially invalid if it
does not pass the "nobst exacting scrutiny" that we have descri bed
above, or if it would "penalize a substantial anount of speech

that is constitutionally protected". Forsyth County v.

Nationalist Mvenent, 112 S. C. 2395, 2401 (1992). This is so

even if sone applications would be "constitutionally

unobj ectionable”. 1d.; see also National Treasury Enployees

Union v. United States, 990 F.2d 1271, 1279-80 (D.C. Gr. 1993)

(Randol ph, J., concurring), aff'd, 115 S. C. 1003 (1995).
Sonetimes facial challenges require an inquiry into a party's
"standing" (i.e., whether a party nay properly challenge a | aw as

facially invalid). See, e.q., Ferber, 458 U S at 767-79. At

other times a facial challenge requires only an inquiry into the

law s reach. See, e.qg., RA V., 112 S. . at 2547.2 As |

(...continued)

burdens of proof in these cases. Since | believe that the

out cone of these cases is clear regardless of the allocation of
proof between the parties, none of nmy conclusions in this opinion
requires ne to choose between the argunents that the parties have
presented to us.

Z Al though | do not believe the statue is unconstitutionally
vague, | agree with Judge Buckwal ter that the Government's
prom se not to enforce the plain reach of the | aw cannot sal vage
its overbreadth. Even accepting the Governnment's argument that
prosecuti on of non-obscene pornography would be a "legitinate
application" of the CDA, Cty of Houston v. Hill, 482 U S. 451,
459 (1987), it is clear that the Act would "make unlawful a
(continued. . .)
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describe it in part C below, | have no question that plaintiffs
here have standing to challenge the validity of the CDA and,
i ndeed, the Governnent has not seriously challenged plaintiffs'

standing to do so. See, e.qg., Virginia v. Anerican Booksellers

Assoc., 484 U.S. 383, 392 (1988). Thus, the focus is squarely on
the merits of plaintiffs' facial challenge.?

| divide ny legal analysis belowinto three parts. 1In
Part B, | examine the traditional definition of indecency and
relate it to the provisions of the CDA at issue in this action.
Fromthis analysis | conclude that 8 223(a) and § 223(d) of the

CDA reach the sane kind of speech. M analysis also convinces ne

(...continued)
substantial amount of constitutionally protected conduct”, id.
As in HIl, the Governnent's circular reasoning -- that the | aw
is constitutional because prosecutors would only apply it to
t hose against whomit could constitutionally be applied -- nust
fail. See id. at 464-67
¥ Plaintiffs have argued that we nay consider their challenge
under the standards governing both "facial" and "as-applied"
chal l enges. That is, they suggest that we nmay pass judgnent on
t he decency of the plaintiffs' speech, even if we are unable to
conclude that the act is facially unconstitutional. Surely this
procedural confusion arises out of the three opinions of the D.C.
Circuit in National Treasury Enployees Union v. United States,
990 F.3d 1271, 1279-80 (D.C. Cr. 1993), aff'd, 115 S. C. 1003.
| doubt that we could undertake an as-applied inquiry,
since we do not know the exact content of plaintiffs' speech.
| ndeed, it is inpossible to know the exact content of sone
plaintiffs' speech, since plaintiffs thensel ves cannot know t hat
content. Anmerica Online, for exanple, cannot know what its
subscribers will spontaneously say in chat roonms or post to
bulletin boards. In any event, | need not address this issue, in
the light of our disposition today.
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that plaintiffs are unlikely to succeed in their claimthat the
CDA is unconstitutionally vague. In Part C | address the
Government's argunment that plaintiffs are not the CDA s target,
nor would they likely face prosecution under the Act. Here,
conclude that plaintiffs could reasonably fear prosecution under
the Act, even if sonme of their fears border on the farfetched.
In Part D, | consider the legal inplications of the special
attributes of Internet conmunication, as well as the effect that
t he CDA woul d have on these attributes. In this Part | conclude
that the disruptive effect of the CDA on Internet conmunication,
as well as the CDA's broad reach into protected speech, not only
render the Act unconstitutional but also would render
unconstitutional any regul ati on of protected speech on this new

medi um

B. Defining Indecency

Al t hough no court of appeals has ever to ny know edge
uphel d a vagueness chall enge to the neani ng of "indecency",
several recent cases have grappled with the el usive neaning of
that word in the context of cable television and "dial -a-porn”

Al liance for Conmunity Media v. FCC, 56 F.3d 105 (D.C. Gr

1995), cert. granted, 116 S. C. 471 (1996); D al Information

Serv. Corp. v. Thornburgh, 938 F.2d 1535 (2d G r. 1991), cert.
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deni ed, 502 U. S. 1072 (1992); Information Providers Coalition for

Def ense of the First Anmendnent v. FCC, 928 F.2d 866 (9th Cr.

1991).
In Alliance for Community Media, 56 F.3d at 123-25, for

exanple, the District of Colunbia Court of Appeals addressed
prohi bitions on indecent progranmm ng on certain cable tel evision
channels. That court noted that the FCC has codified the neaning

of i ndecent' progranm ng" on cable tel evision as "progranm ng

t hat describes or depicts sexual or excretory activities or
organs in a patently offensive manner as neasured by contenporary
comunity standards for the cable nedium" 1d. at 112 (citing
what is now 47 CF. R 8§ 76.701(9)).

The FCC took a sim |l ar approach to the definition of

"indecency" in the "dial-a-porn" medium? In Dial Information

Services, 938 F.2d at 1540, the Second Crcuit quoted the FCC s
definition of indecent tel ephone comunications in that context:

[I]n the dial-a-porn context, we
believe it is appropriate to define
i ndecency as the description or

depi ction of sexual or excretory
activities or organs in a patently
of fensi ve manner as neasured by
contenporary comrunity standards
for the tel ephone medi um

y "Dial-a-porn" is a shorthand description of "sexually

oriented prerecorded tel ephone nmessages”. Sable, 492 U S. at
117-18.
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Id. at 1540 (citation omtted); see also Information Providers

Coalition for Defense of the First Amendnent v. FCC, 928 F.2d

866, 876 (9th Cir. 1991).
These three cases recogni ze that the FCC did not define
"i ndecency" for cable and dial-a-porn in a vacuum Rather, it

borrowed fromthe Suprenme Court's decision in FCC v. Pacifica

Foundation, 438 U S. 726 (1978). In that case (which | describe

in greater detail below), the Suprene Court established the rough
outline fromwhich the FCC fashioned its three-part definition.
For the first two parts of the test, the Suprene Court enphasized
the "inportance of context" in exam ning arguably indecent
material. 1d. at 747 n.25. "Context" in the Pacifica opinion

i ncl udes consi deration of both the particular nedium from which
the material originates and the particular conmunity that
receives the material. 1d. at 746 (assuming that the Carlin
nonol ogue "woul d be protected in other contexts"); id. at 748-51

(discussing the attributes of broadcast); see also Information

Providers' Coalition, 928 F.2d at 876 (discussing the

"content/context dichotony"). Second, the opinion limts its
di scussion to "patently offensive sexual and excretory |anguage",

Pacifica, 438 U S. at 747, and this type of content has remai ned
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the FCC s touchstone. See, e.q., Alliance for Community Medi a,

56 F.3d at 112.¥

We have quoted fromthe CDA extensively above and |
will only briefly rehearse that discussion here. Section 223(a)
of the CDA crimnalizes "indecent" speech on the Internet. This
is the "indecency" provision. Section 223(d) of the CDA
addresses speech that, "in context, depicts or describes, in
ternms patently offensive as neasured by contenporary comrunity
standards, sexual or excretory activities or organs”. This is
the "patently of fensive" provision. The foregoing discussion
| eads me to conclude that these two provisions describe the sane
kind of speech. That is, the use of "indecent" in 8§ 223(a) is
shorthand for the | onger description in 8§ 223(d). Conversely,
the | onger description in 8 223(d) is itself the definition of
"indecent" speech. | believe Congress could have used the word
"indecent" in both § 223(a) and § 223(d), or it could have used
the "patently offensive" description of § 223(d) in 8§ 223(a),

wi t hout a change in the neaning of the Act. | do not believe

& In turn, Pacifica's definition of indecency has its roots in

the Suprenme Court's obscenity jurisprudence. I|ndecency includes
some but not all of the elenents of obscenity. See, e.q.,
Al liance for Community Media, 56 F.3d at 113-14 n. 4.
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t hat Congress intended that this distinction alone would change
the reach of either section of the CDA ¢

The CDA's | egislative history confirnms this concl usion.
There, the conference commttee explicitly noted that § 223(d)

"codifies the definition of indecency fromFECC v. Pacifica

Foundation, 438 U S. 726 (1978). . . . The conferees intend that

the termindecency (and the rendition of the definition of that
termin new section 502) has the same nmeani ng as established in

FCC v. Pacifica Foundation, 438 U. S. 726 (1978) and Sabl e

Communi cations of California, Inc. v. FCC, 492 U S. 115 (1989)."

Senate Report at 188, reprinted in 1996 U. S.C.C. AN at 201-02.

The legislative history makes clear that Congress did not intend
to create a distinction in nmeaning when it used the generic term
"indecency" in 8 223(a) and the definition of that termin 8

223(d).”

& The reach of the two provisions is not coterm nous, however.

As we explain in the introduction to this Adjudication, § 223(a)
reaches the making, creation, transm ssion, and initiation of

i ndecent speech. Section 223(d) arguably reaches nore broadly to
the "di splay"” of indecent speech. | conclude here only that both
sections refer to the identical type of proscribed speech.

v At oral argument, counsel for the Governnment candidly
recogni zed that "there's nothing quite like this statute before",
and that the CDA' s novelty raised sone "legislative craftsnmanship
problenfs]". Transcript of May 10, 1996, at 81-82. | believe
that my anal ysis here makes sense in the light of the |egislative
hi story and the jurisprudence on which Congress relied in
enacting the CDA. See Senate Report at 188, reprinted in 1996
(continued. . .)
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There is no doubt that the CDA requires the nost
stringent review for vagueness, since it is a crimnal statute
that "threatens to inhibit the exercise of constitutionally

protected rights". Colautti v. Franklin, 439 U S 379, 391

(1979); see also Kolender v. Lawson, 461 U S. 352, 358 n.8

(1983); Grayned, 408 U S. at 108-09. M analysis here
neverthel ess | eads ineluctably to the conclusion that the
definition of indecency is not unconstitutionally vague. The
MIller definition of obscenity has survived such chall enges, see,

e.g., Haming v. United States, 418 U. S. 87, 118-19 (1974); Fort

Wayne Books, Inc. v. Indiana, 489 U S 46, 57 (1989), and the

definition of indecency contains a subset of the el enents of
obscenity. |If the Mller test "give[s] the person of ordinary
intelligence a reasonabl e opportunity to know what is prohibited,

so that he may act accordingly", Gayned v. Gty of Rockford, 408

U.S. 104, 108 (1972), the om ssion of parts of that test does not

warrant a contrary conclusion. See Dial Information Services,

938 F.2d at 1541-42. Simlarly, since the definition of
i ndecency arose fromthe Suprene Court itself in Pacifica, we may
fairly inply that the Court did not believe its own

interpretation to invite "arbitrary and di scrimnatory

(...continued)
US CCAN at 201-02.
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enforcenment” or "abut upon sensitive areas of basic First
Amendrent freedons". Gayned, 408 U. S. at 108-109 (citations and
alterations omtted). Sable, while not explicitly addressing the

i ssue of vagueness, reinforces this conclusion. See Information

Providers' Coalition, 928 F.2d at 875-76 (citing Sable, 492 U S

at 126-27). It follows, then, that plaintiffs' vagueness
challenge is not likely to succeed on the nmerits and does not
support prelimnary injunctive relief.

The possible interpretations of the defenses in §
223(e) do not alter this conclusion. As a matter of statutory
construction, 8 223(e)(5)(B) could not be clearer. This section,
whi ch inports the dial-a-porn defenses into the CDA, creates

"specific and objective" nethods to avoid liability. See Roberts

v. United States Jaycees, 468 U S. 609, 629 (1984). Section

223(€e)(5)(A) is nore suspect, since it arguably "fail[s] to
describe with sufficient particularity what a suspect nust do in
order to satisfy" it. Kolender 461 U S. at 361.¥ Yet even
t hough the defenses in both sections are unavail able to nany

I nternet users, their unavailability does not render the

¥ The counterargunent is that 8§ 223(e)(5)(A), when read
together with 8 223(e)(6), nerely confers jurisdiction on the FCC
to prescribe the "reasonable, effective, and appropriate actions”
that count as defenses. Congress enployed a simlar schene for
dial -a-porn. See Dial Information Servs., 938 F.2d at 1539
(citing 47 U.S.C. 8§ 223(b)(3)); Information Providers' Coalition,
928 F.2d at 871.
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liability provisions vague. Rather, their unavailability just
transforns 8 223(a) and § 223(d) into a total ban, in violation

of Butler v. Mchigan, 352 U S. 380, 383 (1957), and Sable, 492

U S at 127, 131. | amsensitive to plaintiffs' argunents that
the statute, as witten, does not create safe harbors through
which all Internet users may shield thenselves fromliability.
Transcri pt of May 10, 1996, at 37-38. Here again, however, the
absence of safe harbors relates to the (over)breadth of a

statute, and not its vagueness. See Sable, 492 U S. at 127, 131.

C. Plaintiffs' Likelihood of Prosecution Under the Act

The Governnent has consistently argued that the speech
of many of the plaintiffs here is alnbst certainly not indecent.
They point, for exanple, to the educational and political content
of plaintiffs' speech, and they al so suggest that the occasi onal
curse word in a card catal ogue will probably not result in

prosecution. See Senate Report at 189, reprinted in 1996

US CCAN at 203 ("Material with serious redeem ng value is
quite obviously intended to edify and educate, not to offend.").
In this section | address that argunent.

| agree with the Governnment that sone of plaintiffs
clai ms are somewhat exaggerated, but hyperbolic clainms do not in

t hensel ves weigh in the Governnent's favor. |In recent First
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Amendrent chal | enges, the Supreme Court has itself paid close
attention to extrenme applications of content-based | aws.

In Sinon & Schuster, Inc. v. Mnbers of the New York

State Crines VictimBoard, 502 U. S. 105 (1991), the Court

addressed the constitutionality of a law that required crimnals
to turn over to their victins any inconme derived from books,

novi es, or other comercial exploitation of their crines. 1d. at
504-05. In its opinion, the Court evaluated the argunment of an

am cus curiae that the law s reach could i ncl ude books such as

The Aut obi ography of Malcolm X, Cvil D sobedi ence, and

Conf essi ons of Sai nt Augqusti ne, and aut hors such as Emma Col dnan,

Martin Luther King, Jr., Sir Walter Raleigh, Jesse Jackson, and
Bertrand Russell. 1d. at 121-22. The Court credited the
argunment even while recognizing that it was |laced with
"hyper bol e":

The argunent that [the] statute

. woul d prevent publication of al

of these works is hyperbole -- sone
woul d have been witten w thout
conpensation -- but the . . . law
clearly reaches a w de range of
literature that does not enable a
crimnal to profit fromhis crine
while a victimremains
unconpensat ed.

Id. at 122. |If a content-based | aw "can produce such an

outcone", id. at 123 (enphasis added), then Sinon & Schuster

all ows us to consider those outcomes in our analysis.
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Even nore recently, in United States v. National

Treasury Enployees Union, 115 S. . 1003 (1995), the Court

addressed the constitutionality of a |law that banned federal
enpl oyees from accepting honoraria for publications unrelated to
their work. 1d. at 1008. The Court noted that the | aw woul d
reach "literary giants |ike Nathani el Hawt horne and Hernman
Melville, . . . Walt Whitrman, . . . and Bret Harte". |[d. at
1012. This concern resurfaced later in the opinion, see id. at
1015 ("[We cannot ignore the risk that [the ban] m ght deprive
us of the work of a future Melville or Hawt horne."), even though
a footnote inmmediately renders this concern at |east hyperbolic:

These authors' fam liar masterworks

woul d survive the honoraria ban as

currently adm ni stered. Besides

exenpting all books, the

[regul ations inplenenting the ban]

protect fiction and poetry fromthe

ban's coverage, although the

statute's | anguage is not so clear.

But sone great artists deal in fact

as well as fiction, and some deal

in both.
ld. n.16 (citations omtted).

Here, even though it is perhaps unlikely that the

Carnegie Library will ever stand in the dock for putting its card
catal ogue online, or that the Governnent will hale the ACLU into
court for its online quiz of the seven dirty words, we cannot

ignore that the Act could reach these activities. The definition
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of indecency, |ike the definition of obscenity, is not a rigid
formula. Rather, it confers a |arge degree of autonony to

i ndi vidual communities to set the bounds of decency for

t henselves. Cf. Sable, 492 U. S. at 125-26. This is as it should

be, since this flexibility recognizes that ours is a country with

di verse cultural and historical roots. See, e.q., Hanling, 418

US at 104 ("Ajuror is entitled to draw on his own know edge of
the views of the average person in the conmunity or vicinage from
whi ch he cones for nmaking the required determ nation, just as he
is entitled to draw on his know edge of the propensities of a
‘reasonabl e' person in other areas of the law ").

Putting aside hyperbolic application, | also have
l[ittle doubt that some comunities could well consider
plaintiffs' speech indecent, and these plaintiffs could --

per haps should -- have a legitinate fear of prosecution. In

Action for Children's Television v. FCC, 58 F.3d 654 (D.C. Cr.
1995), the District of Colunbia Court of Appeals summarized three
broadcasts that the FCC found indecent in the |ate 1980s:

The of f endi ng nor ni ng br oadcast
contained "explicit references to
mast ur bati on, ejacul ation, breast
size, penis size, sexua
intercourse, nudity, urination,
oral -genital contact, erections,
sodony, bestiality, nmenstruation
and testicles.” The renaining two
were simlarly objectionable.
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Id. at 657 (citing Inre Infinity Broadcasting Corp., 3 FCC R

930, 932 (1987)). In Infinity Broadcasting, one of the

broadcasts that the FCC found i ndecent was an excerpt of a play
about AIDS, finding that the excerpts "contained the concentrated
and repeat ed use of vul gar and shocki ng | anguage to portray
graphic and | ewd depi ctions of excretion, anal intercourse,
ej acul ati on, masturbation, and oral-genital sex". 3 FCC R at
934.2 To the FCC, even broadcasts with "public val ue .
addressing the serious problens posed by Al DS' can be indecent if
"that material is presented in a manner that is patently
of fensive". |1d. (enphasis in original).

Yet, this is precisely the kind of speech that occurs,
for exanple, on Critical Path AIDS Project's Wb site, which
i ncl udes safer sex instructions witten in street |anguage for
easy conprehension. The Wb site al so describes the risk of HV
transm ssion for particular sexual practices. The FCC s

inplication in In the Matter of King Broadcasting Co., 5 FCC R

2971 (1990), that a "candid discussion[] of sexual topics" on

& The play was "critically acclaimed and | ong-running in Los

Angel es area theaters”. Infinity Broadcasting, 3 FCC R at 932.

= Anal ytically, it nakes sense that indecent speech has public

value. After all, indecent speech is neverthel ess protected
speech, see, e.q., Sable, 492 U S. at 126, and it nust therefore
have sone public value that underlies the need for protection.
bscenity, by contrast, has no public value, id. at 124, and thus
has no protection from proscription.
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tel evision was decent in part because it was "not presented in a
pandering, titillating or vulgar manner" would be unavailing to
Critical Path, other plaintiffs, and some am ci. These

organi zati ons want to pander and titillate on their Wb sites, at
| east to a degree, to attract a teen audi ence and deliver their
message in an engagi ng and coherent way.

In Inre letter to Merrell Hansen, 6 FCC R 3689

(1990), the FCC found indecent a norning discussion between two
announcers regarding Ji m Bakker's all eged rape of Jessica Hahn.
Id. Here, too, the FCC recogni zed that the broadcast had public
value. 1d. (noting that the broadcast concerned "an incident
that was at the tinme 'in the news'"). Yet, under the FCC s
interpretation of Pacifica, "the nmerit of a work is '"sinply one
of the many variables' that make up a work's context". [d.
(citation omtted).

One of the plaintiffs here, Stop Prisoner Rape, Inc.,
has as its core purpose the issue of prison rape. The

organi zati on creates chat roons in which nenbers can discuss

1 I nternet technol ogy undercuts the Governnment's argunent that

the "in context” elenent of 88 223(a) and 223(d) would insul ate
plaintiffs such as Critical Path fromliability. See, e.q.,
Transcri pt of May 10, 1996, at 89-91. A user who clicks on a
link in the Critical Path database (see Findings 33, 77-78) m ght
travel to a highly graphic page in a |larger HTM. docunent. The
soci al value of that page, in context, mght be debatable, but
the use of links effectively excerpts that document by
elimnating content unrelated to the |ink.
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their experiences. Some am ci have al so organi zed Wb sites
dedi cated to survivors of rape, incest, and other sexual abuse.
These Wb sites provide fora for the discussion and contenpl ation
of shared experiences. The operators of these sites, and their
participants, could legitimately fear prosecution under the CDA
Wth respect to vulgarity, the Governnent is in a
simlarly weak position. |In Pacifica, the Suprenme Court held
that multiple repetition of expletives could be indecent.
Pacifica, 438 U S. at 750. Although the FCC did not follow this
rationale with respect to a broadcast of "a bona fide news story”

on National Public Radio, Letter to M. Peter Branton, 6 FCC R

610 (1991), aff'd on other grounds sub nom Branton v. FCC, 993

F.2d 906, 908 (D.C. Cir. 1993), the ACLU, a plaintiff here, could
take little confort fromthat admnistrative decision. It would
need to discern, for exanple, whether a chat roomthat it

organi zed to discuss the neaning of the word fuck was nore |ike
the Carlin nonol ogue or nore like a National Public Radio

broadcast.? Plaintiffs' expert would have found expletives

12/ Mor eover, because of the technology of Internet relay chat,

it would need to make this determ nation before it organized the
chat room since it could not pre-screen the discussion anong the
participants. Thus, it would need to predict, in advance, what
the participants were likely to say. The participants would need
to make a simlar determ nation, unaided (I expect) by First
Amendrent | awyers.
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i ndecent in a comunity consisting only of hinself,% and his

vi ews undoubtedly -- and reasonably -- reflect the view of nany
peopl e.

In sum | amless confident than the Government that
soci etal nores have changed so drastically since Pacifica that an
online equivalent of the Carlin nonologue, or the Carlin
nonol ogue itself online, would pass nuster under the CDA.  Under
exi sting precedent, plaintiffs' fear of prosecution under the Act
is legitinmate, even though they are not the pornographers

Congress had in mnd when it passed the CDA % . Gty of

Houston v. Hill, 482 U S. 451, 459 (1987). M discussion of the

effect and reach of the CDA, therefore, applies both to

plaintiffs' hyperbolic concerns and to their very real ones.

13/

Testinmony of April 12, 1996, at 235-36.
4/ In this section | do not inply that the FCC has jurisdiction
to process Internet conplaints in the same nanner as it does for
broadcast. The extent of the FCC s jurisdiction under the CDA is
a sticky question not relevant here. See Senate Report at 190-
91, reprinted in 1996 U S.C.C. A N at 204. Because the

adm ni strative decisions cited above arose out of citizens'
conplaints to the FCC, however, they provide a kind of surrogate
insight into the kinds of speech that citizens have charged as

i ndecent in the past.
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D. A Medium Specific Analysis

The Internet is a new medi um of mass communi cation.
As such, the Supreme Court's First Amendnent jurisprudence
conpel s us to consider the special qualities of this new medi um
in determ ning whether the CDA is a constitutional exercise of
governmental power. Relying on these special qualities, which we
have described at length in our Findings of fact above, |
conclude that the CDA is unconstitutional and that the First
Amendrent deni es Congress the power to regul ate protected speech
on the Internet. This analysis and concl usions are consi stent
with Congress's intent to avoid tortuous and pi eceneal review of
t he CDA by authorizing expedited, direct review in the Suprene
Court "as a matter of right" of interlocutory, and not nerely
final, orders upholding facial challenges to the Act. See 8§

561(b) of the Tel econmuni cations Act of 1996.%

1/ See Finding of fact 81. See also Synposium Energing Medi a:

Technol ogy and the First Amendnent, 104 Yale L.J. 1613 (1995).

16/

A narrow holding for this new nmediumalso will not elimnate
the chill to plaintiffs, who could well stifle the extent of
their participation in this new nediumwhile awaiting a future
iteration of the CDA. Such a holding would al so | ead Congress to
believe that a rewitten CDA (using, for exanple, a "harnful to
m nors" standard, see Senate Report at 189, reprinted in 1996

US CCAN at 202) would pass constitutional nmuster. |In ny
view, a holding consistent with the novel qualities of this

medi um provi des Congress with pronpt and cl ear answers to the
guestions that the CDA asks.
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1. The Differential Treatnent of Mass Conmunication
Medi a

Nearly fifty years ago, Justice Jackson recogni zed that
"[t]he noving picture screen, the radio, the newspaper, the
handbi | I, the sound truck and the street corner orator have
differing natures, values, abuses and dangers. Each . . . is a

law unto itself". Kovacs v. Cooper, 336 U S. 77, 97 (1949)

(Jackson, J., concurring). The Supreme Court has expressed this
sentinent tine and again since that date, and differenti al
treatment of the mass nedia has becone established First

Amendment doctrine. See, e.q., Turner Broadcasting Sys., Inc. v.

ECC, 114 S. . 2445, 2456 (1994) ("It is true that our cases
have permtted nore intrusive regul ation of broadcast speakers
t han of speakers in other nedia."); Pacifica, 438 U S. at 748
("We have long recogni zed that each nedi um of expression presents

speci al First Amendnent problens."); Gty of Los Angeles v.

Preferred Communi cations, Inc., 476 U S. 488, 496 (1974)

("D fferent comruni cations nedia are treated differently for
First Anmendnent purposes.") (Blackmun, J., concurring);

Metromedia, Inc. v. Gty of San Diego, 453 U. S. 490, 500-01

(1981) (plurality opinion) ("This Court has often faced the

probl em of applying the broad principles of the First Amendnent
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to unique foruns of expression."). Thus, the Suprene Court has

established different rules for print, Mam Herald Publishing

Co. v. Tornillo, 418 U S. 241 (1974), broadcast radi o and

tel evision, see, e.qg., Red Lion Broadcasting Co. v. FCC, 395 U. S

367 (1969), cable television, Turner, 114 S. C. at 2456-57, and

even bill boards, Metronedia, 453 U S. at 501, and drive-in novie

theaters, Erzoznik v. Gty of Jacksonville, 422 U S. 205 (1975).

Thi s medi um speci fic approach to mass comuni cati on
exam nes the underlying technol ogy of the comunication to find
the proper fit between First Anendnent val ues and conpeting
interests. In print nmedia, for exanple, the proper fit generally
forbi ds governnmental regulation of content, however m ninal.
Tornillo, 418 U.S. at 258. In other nedia (billboards, for
exanple), the proper fit may allow for sonme regulation of both
content and of the underlying technology (such as it is) of the

conmuni cati on. Metromedi a, 453 U. S. at 502.

Radi o and tel evision broadcasting present the nost
expansi ve approach to medi um specific regul ati on of mass
comuni cation. As a result of the scarcity of band wi dths on the
el ectromagneti c spectrum the Governnent holds broad authority
both to parcel out the frequencies and to prohibit others from
speaki ng on the sanme frequency:

As a general matter, there are nore
woul d- be broadcasters than
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frequenci es available in the

el ectromagneti c spectrum And if
two broadcasters were to attenpt to
transmt over the same frequency in
t he sane | ocale, they would
interfere with one another's
signals, so that neither could be
heard at all. The scarcity of
broadcast frequencies thus required
t he establishnent of some

regul atory nechanismto divide the
el ectromagneti ¢ spectrum and assi gn
specific frequencies to particular
br oadcasters.

Turner, 114 S. C. at 2456 (citing FCC v. lLeague of Wnen Voters,

468 U.S. 364 (1984)).
This scarcity also allows the Governnent to regul ate
content even after it assigns a |icense:

In addition, the inherent physical
[imtation on the nunber of
speakers who may use the broadcast
medi um has been thought to require
some adjustnent in traditional

First Anendnent analysis to permt
the Governnent to place limted
content restraints, and inpose
certain affirmative obligations, on
br oadcast |icensees.

ld. at 2457 (citing Red Lion, 395 U S. at 390-95; National

Broadcasting Co. v. United States, 319 U. S. 190 (1943)).

The broadcasting cases firmy establish that the
Government may force a |licensee to offer content to the public
that the |licensee would otherwi se not offer, thereby assuring

that radio and tel evision audi ences have a diversity of content.
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I n broadcasting, "[i]t is the right of the public to receive
sui tabl e access to social, political, esthetic, noral, and other
i deas and experiences which is crucial”. Red Lion, 395 U S. at

390; see also CBS, Inc. v. FCC, 453 U S 367, 395 (1981) ("A

I icensed broadcaster is 'granted the free and excl usive use of a
limted and val uable part of the public donmain; when he accepts
that franchise it is burdened by enforceable public

obligations."'") (citation onmtted); Colunbia Broadcasting Sys.,

Inc. v. Denocratic Nat'l Comm, 412 U. S. 94, 110-11 (1973).

These content restrictions include punishing |icensees who
broadcast inappropriate but protected speech at an inpermssible
time. Pacifica, 438 U. S. at 750-51.

In this case, the Governnent relies on the Pacifica
decision in arguing that the CDA is a constitutional exercise of
governmental power. Since the CDA regul ates indecent speech, and
since Pacifica authorizes governnental regulation of indecent
speech (so the Governnent's argunent goes), it nust follow that
the CDA is a valid exercise of governnental power. That
argurent , however, ignores Pacifica's roots as a deci sion
addressing the proper fit between broadcasting and the First
Amendrent. The argunent al so assunmes that what is good for

broadcasting is good for the Internet.
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2. The Scope of the Pacifica Decision

In FCC v. Pacifica Foundation, 438 U S. 726 (1978), the

Suprene Court first decided whet her the Governnment had the power
to regul ate i ndecent speech. [d. at 729. |In Pacifica, a radio

| i stener conpl ai ned about the broadcast of George Carlin's
"Filthy Wrds" nonol ogue at 2:00 p.m on a Tuesday afternoon.

Id. at 729-30. The Carlin nonol ogue was replete with "the words
you couldn't say on the public . . . airwaves . . . , ever", and
the listener had tuned in while driving with his young son in New
York. 1d. The FCC issued a declaratory order, holding that it
coul d have subjected the Pacifica Foundation (owner of the radio
station) to an adm nistrative sanction. [d. at 730. In its
order the FCC al so described the standards that it would use in
the future to regul ate indecency in the broadcast nedium |d. at
731. The Suprenme Court upheld the FCC s decision and confirned

t he power of that agency to regul ate indecent speech. 1d. at
750-51.

The rationale of Pacifica rested on three overl apping
considerations. First, using as its exanple the Carlin nonol ogue
before it, the Court weighed the val ue of indecent speech and
concl uded that such speech "lie[s] at the periphery of First
Amendrent concerns." [d. at 743. Although the Court recognized

that the FCC had threatened to punish Pacifica based on the
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content of the Carlin nonologue, id. at 742, it found that the
puni shrent woul d have been perm ssi bl e because four-letter words
"offend for the same reasons that obscenity offends.” 1d. at 746
(footnote omtted). The Court then described the place of four-
letter words "in the hierarchy of first amendnment val ues":

Such utterances are no essenti al

part of any exposition of ideas,

and are of such slight social value

as a step to truth that any benefit

that may be derived fromthemis

clearly outwei ghed by the soci al

interest in order and norality.

Id. at 746 (citing Chaplinsky v. New Hanpshire, 315 U S. 568, 572

(1942)).

Second, the Court recogni zed that "broadcasting .
has received the nost |[imted First Amendnent protection.”™ [d.
at 748. The CGovernnent may regul ate broadcast consistent with
the Constitution, even though the sane regul ation would run afou
of the First Anmendnent in the print nmedium |d. (conparing Red
Li on Broadcasting Co. v. FCC, 395 U S. 367 (1969) with Mam_

Herald Publishing Co. v. Tornillo, 418 U S. 241 (1974)). This is

so because broadcasting has a "uni quely pervasive presence in the

lives of all Anericans" and "is uniquely accessible to children,

even those too young to read." Pacifica, 438 U S. at 748-49.
Third, the Court found the FCC s sanction -- an

adm ni strative sanction -- to be an appropriate nmeans of
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regul ati ng i ndecent speech. At the outset of the opinion, the
Court disclaimed that its holding was a "consider[ation of] any
guestion relating to the possible application of 8§ 1464 as a
crimnal statute." 1d. at 739 n.13. Later in the opinion, the
Court "enphasi ze[d] the narrowness of [its] holding", and
explicitly recognized that it had not held that the Carlin
nmonol ogue woul d justify a crimnal prosecution. |d. at 750.
I nstead, the Court allowed the FCC to regul ate i ndecent speech
with adm nistrative penalties under a "nui sance" rationale --
“"like a pig in the parlor instead of the barnyard."” 1d. at 750
(citation omtted).

Ti me has not been kind to the Pacifica decision. Later
cases have eroded its reach, and the Supreme Court has repeatedly
i nstructed agai nst overreading the rationale of its hol ding.

First, in Bolger v. Young Drug Products Corp., 463 U S

60 (1983), the Suprene Court refused to extend Pacifica to a | aw
unrel ated to broadcasting. |In that case, a federal |aw

prohi bited the unsolicited mailing of contraceptive
advertisenments. 1d. at 61. The Governnent defended the |aw by
claimng an interest in protecting children fromthe

advertisenments. The Court rejected this argunent as overbroad:

In [Pacifica], this Court did

recogni ze that the Governnent's
interest in protecting the young
justified special treatnment of an
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af t ernoon broadcast heard by adults
as well as children. At the sane
time, the npjority "enphasi ze[ d]

t he narrowness of our hol di ng",
expl ai ni ng that broadcasting is
"uni quely pervasive" and that it is
"uni quely accessible to children,
even those too young to read." The
receipt of mail is far |ess

i ntrusive and uncontrollable. Qur
deci si ons have recogni zed that the
special interest of the Federal
Government in regulation of the
broadcast nedi a does not readily
translate into a justification for
regul ati on of other neans of

conmuni cati on

Id. at 74 (citations and footnotes omtted) (enphasis in

original) see also id. at 72 ("[T]he '"short, though regul ar,

journey frommail box to trash can . . . is an acceptable burden,
at least so far as the Constitution is concerned.'") (citation
omtted) (alterations in original).

Second, in Sable Communications v. FCC, 492 U.S. 115

(1989), the Suprenme Court again limted Pacifica. In that case,
the Court considered the validity of a ban on indecent "dial-a-
porn" conmuni cations. |d. at 117-18.% As in Bolger, the

Government argued that Pacifica justified a conplete ban of that

= The history of dial-a-porn regulation both before and after

Sable is tortuous, and involves the intervention of all three
branches of governnent. | wll not rehearse that history here,
deferring instead to the other courts that have recounted it.

See, e.q., Sable, 492 U S. at 118-23; Dial Information Serv., 938
F.2d at 1537-40; Information Providers Coalition, 928 F.2d at
870-73.
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form of speech. The Suprene Court disagreed, holding instead
that Pacifica' s "enphatically narrow' hol ding arose out of the
"unique attributes of broadcasting”. 1d. at 127. The Court held
t hat the ban was unconstitutional. 1d. at 131.

Sabl e narrowed Pacifica in two ways. First, the Court
inmplicitly rejected Pacifica' s nuisance rationale for dial-a-
porn, holding instead that the Government could only regulate the
medi um "by narrowl y drawn regul ati ons desi gned to serve those
interests without unnecessarily interfering with First Amendnent
freedons”". 1d. at 126 (citation omtted). Under this strict
scrutiny, "[i]t is not enough to show that the Governnment's ends
are conpelling; the means nust be carefully tailored to achieve

those ends." 1d.; see also Fabul ous Assoc. v. Pennsyl vani a Pub.

Util. Comm, 896 F.2d 780, 784-85 (3d G r. 1990).

Second, the Court concluded that the law, like a lawit
had struck down in 1957, "denied adults their free speech rights
by allowing themto read only what was acceptable for children”

Sable, 492 U. S. at 126 (citing Butler v. Mchigan, 352 U S. 380

(1957)). Thus, any regul ation of dial-a-porn would have to give
adults the opportunity to partake of that medium 1d. This

concl usi on echoes Bolger. See Bolger, 463 U S. at 74 ("The | evel
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of discourse reaching a mail box sinply cannot be Iimted to that

whi ch woul d be suitable for a sandbox.").%¥

Finally, in Turner Broadcasting System Inc. v. FCC

114 S. Ct. 2445 (1994), the Suprene Court inplicitly limted
Paci fica once again when it declined to adopt the broadcast
rationale for the medium of cable television. The Court
concluded that the rules for broadcast were "inapt" for cable
because of the "fundanmental technol ogical differences between
br oadcast and cable transm ssion". |1d. at 2457.

The legal significance to this case of Turner's refusal
to apply the broadcast rules to cable tel evision cannot be
overstated. Turner's holding confirns beyond doubt that the

hol ding in Pacifica arose out of the scarcity rationale unique to

18/ Sabl e is arguably not a deci sion about mass conmuni cati on.

Unli ke Red Lion, Tornillo, or Turner, the Court in Sable reached
no concl usi ons about the proper fit between the First Amendnent
and governnental regulation of the tel ephone. The case al so
i ncl udes no di scussion of the technol ogy of the tel ephone
generally. The plaintiff in that case, a purveyor of dial-a-
porn, challenged the statute only with respect to that type of
content. Sable, 492 U S. at 117-18. Thus, the Court's opinion
di scussed only the "dial-in services". 1d. at 128. Since every
t el ephone call at issue was, by definition, dial-a-porn, every
t el ephone call was, by definition, either obscene or indecent.
Id. at 132 (Scalia, J., concurring).

Here, however, plaintiffs represent forty-seven
di fferent speakers (including educational associations and
consortia) who provide content to the Internet on a broad range
of topics. The limted reach of the Sable holding renders it
inapt to the Internet comunications of the plaintiffs in these
actions.
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t he underlying technol ogy of broadcasting, and not out of the end
product that the viewer watches. That is, cable television has
no |l ess of a "uniquely pervasive presence" than broadcast
television, nor is cable television nore "uniquely accessible to

children" than broadcast. See Pacifica, 438 U S. at 748-49.

Fromthe viewer's perspective, cable and broadcast tel evision are
identical: noving pictures with sound froma box in the hone.
Whet her one receives a signal through an antenna or through a
dedi cated wire, the end result is just television in either case.
In declining to extend broadcast's scarcity rationale for cable,
the Supreme Court also inplicitly limted Pacifica, the hol ding
of which flows directly fromthat rationale.

Turner thus confirnms that the analysis of a particular
medi um of mass communi cation nust focus on the underlying
technol ogy that brings the information to the user. In
br oadcast, courts focus on the limted nunber of band w dths and

the risk of interference with those frequencies. See, e.dq.

19/ | note here, too, that we have found as a fact that

operation of a conputer is not as sinple as turning on a

tel evision, and that the assaultive nature of television, see
Pacifica, 438 U S. at 748-49, is quite absent in Internet use.
See Findings 87-89. The use of warnings and headi ngs, for
exanple, will normally shield users fromimediate entry into a
sexual ly explicit Wb site or newsgroup nmessage. See Finding 88.
The Governnent may well be right that sexually explicit content
is just a few clicks of a nouse away fromthe user, but there is
an i mMmense | egal significance to those few clicks.
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Turner, 114 S. C. at 2456-57. 1In cable, courts focus on the
nunber of channels, the different kinds of cable operators, and
the cost to the consuner. |d. at 2452.

| draw two concl usions fromthe foregoing anal ysis.
First, fromthe Suprenme Court's many deci sions regul ating
different nedia differently, | conclude that we cannot sinply
assunme that the Government has the power to regul ate protected
speech over the Internet, devoting our attention solely to the
i ssue of whether the CDA is a constitutional exercise of that
power. Rather, we nust also decide the validity of the
under | yi ng assunption as well, to wit, whether the Governnment has
the power to regulate protected speech at all. That decision
nmust take into account the underlying technol ogy, and the actual
and potential reach, of that nmedium Second, | conclude that
Pacifica's holding is not persuasive authority here, since
plaintiffs and the Governnent agree that |Internet comunication
i s an abundant and growi ng resource. Nor is Sable persuasive
authority, since the Supreme Court's holding in that case
addressed only one particular type of comunication (dial-a-
porn), and reached no concl usi ons about the proper fit between
the First Amendnent and tel ephone conmuni cations generally.
Again, plaintiffs and the Governnment here agree that the Internet

provi des content as broad as the imagi nation.
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3. The Effect of the CDA and the Novel Characteristics
of Internet Communication

Over the course of five days of hearings and nany
hundreds of pages of declarations, deposition transcripts, and
exhi bits, we have | earned about the special attributes of
| nternet communi cation. Qur Findings of fact -- many of them
undi sputed -- express our understanding of the Internet. These
Findings lead to the conclusion that Congress nay not regul ate
i ndecency on the Internet at all.

Four rel ated characteristics of Internet comunication
have a transcendent inportance to our shared hol ding that the CDA
is unconstitutional on its face. W explain these
characteristics in our Findings of fact above, and | only
rehearse thembriefly here. First, the Internet presents very
| ow barriers to entry. Second, these barriers to entry are
i dentical for both speakers and listeners. Third, as a result of
these | ow barriers, astoundingly diverse content is avail able on
the Internet. Fourth, the Internet provides significant access
to all who wish to speak in the nedium and even creates a
relative parity anong speakers.

To understand how di sruptive the CDA is to Internet
conmuni cation, it nust be remenbered that the Internet evolved

free of content-based considerations. Before the CDA, it only
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mattered how, and how qui ckly, a particul ar packet of data
travelled fromone point on the Internet to another. 1In its
earliest incarnation as the ARPANET, the Internet was for nany
years a private nmeans of access anong the mlitary, defense
contractors, and defense-rel ated researchers. The devel opers of
t he technol ogy focused on creating a nedi um designed for the
rapid transmttal of the information through overl appi ng and
redundant connections, and w thout direct human involvenent. Qut
of these considerations evolved the common transfer protocols,
packet swi tching, and the other technology in which today's
Internet users flourish. The content of the data was, before the
CDA, an irrelevant consideration.

It is fair, then, to conclude that the benefits of the
Internet to private speakers arose out of the serendi pitous
devel opnment of its underlying technology. As nore networks
joined the "network of networks" that is the Internet, private
speakers have begun to take advantage of the nedium This should
not be surprising, since participation in the mediumrequires
only that networks (and the individual users associated with
them agree to use the common data transfer protocols and ot her
medi um specific technology. Participation does not require, and

has never required, approval of a user's or network's content.

- 158-



After the CDA, however, the content of a user's speech
will determne the extent of participation in the new medium |If
a speaker's content is even arguably indecent in sone

comunities, he nust assess, inter alia, the risk of prosecution

and the cost of conpliance with the CDA. Because the creation
and posting of a Wb site allows users anywhere in the country to
see that site, many speakers will no doubt censor their speech so
that it is palatable in every conmunity. Qher speakers will
decline to enter the mediumat all. Unlike other nedia, there is
no technologically feasible way for an Internet speaker to limt
t he geographi cal scope of his speech (even if he wanted to), or
to "inplenment[] a system for screening the |ocale of incomng"
requests. Sable 492 U S. at 125.

The CDA will, w thout doubt, underm ne the substantive,
speech- enhanci ng benefits that have flowed fromthe Internet.
Barriers to entry to those speakers affected by the Act woul d
skyrocket, especially for non-comrercial and not-for-profit
information providers. Such costs include those attributable to
age or credit card verification (if possible), tagging (if

tagging is even a defense under the ActZ’), and nonitoring or

2 In a May 3, 1996 letter to a three-judge court in the
Southern District of New York, John C Keeney, Acting Assistant
Attorney Ceneral in the Crimnal Division of the Departnent of
Justice, has advised that taggi ng woul d be "substantial evidence"
(continued. . .)
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(...continued)
in support of a 8 223(e)(5)(A) defense:

Under present technol ogy, non-commerci al
content providers can take steps to |ist
their site[s] in URL registries of covered
sites, register their site[s] with the

mar ket pl ace of browsers and bl ocki ng software
(including listing an I P address), place
their material in a directory bl ocked by
screening software, or take other simlarly
effective affirmative steps to nmake their
site[s] knowmn to the world to allow the
site[s] to be blocked. Under present

technol ogy, it is the position of the
Department of Justice that, absent

extraordi nary circunmstances, such efforts
woul d constitute substantial evidence that a
content provider had taken good faith,
reasonabl e, effective, and appropriate
actions under the circunstances to restrict
or prevent access by mnors to the covered
material. The same would be true for tagging
by content providers coupled with evidence
that the tag woul d be screened by the

mar ket pl ace of browsers and bl ocki ng
sof t war e.

Letter of May 3, 1996 from Acting Assistant Attorney General John
C. Keeney to Hons. Denise L. Cote, Leonard B. Sand, and Jose A
Cabranes, attached to Defendants' Mtion for Leave to File

Suppl emental Statenent. On May 8, 1996, the Governnent noved to
file the Kenney letter in this action, and we granted the notion
as unopposed the next day.

The letter certainly raises nore questions than it
answers. | wonder, for exanple, whether it is consistent with
the plain | anguage of the Act sinply for content providers to
"make their site[s] known to the world" and thereby "to all ow
[then] to be bl ocked", even though this formof notice al one
woul d not reduce the availability of indecent content. Cf.
Senate Report at 178, 1996 U . S.C.C. A N at 201 (noting that 8§
223(d) "applies to content providers who post indecent materi al
for online display wthout taking precautions that shield that

(continued. . .)
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revi ew of one's content.

The diversity of the content will necessarily dimnish
as a result. The econom c costs associated with conpliance with
the Act will drive fromthe Internet speakers whose content falls
wi thin the zone of possible prosecution. Mny Wb sites,
newsgroups, and chat roonms will shut down, since users cannot
di scern the age of other participants. |In this respect, the
Internet would ultinately cone to mrror broadcasting and print,
with nmessages tailored to a nainstream society from speakers who
could be sure that their nessage was |ikely decent in every
comunity in the country.

The CDA will also skew the relative parity anong
speakers that currently exists on the Internet. Conmerci al

entities who can afford the costs of verification, or who woul d

(...continued)

material frommnors"). It is also an unanswered question

whet her the Keeney letter would elimnate any of the CDA's chill,
since the Governnent acknow edged that the letter would not
prohibit a United States Attorney fromtaking a contrary position
in a particular prosecution. See Defendants' May 9, 1996
Response to the May 8, 1996 Order of Court. The letter also
fails to nmention how users who participate in chat roons,
newsgroups, listservs, and e-nail m ght take advantage of §
223(e)(5)(A). Finally, it is undisputed that neither PICS nor

t he hypot hetical "-L18" tag are available to speakers using the
Wrld Wde Wb today, whomthe Governnent has explicitly reserved
its right to prosecute should the CDA ultinmately be found
constitutional. See Stipulation and Order of February 26, 1996,
guot ed supra.
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charge a user to enter their sites, or whose content has mass
appeal, will remain unaffected by the Act. Oher users, such as
Critical Path or Stop Prisoner Rape, or even the ACLU, whose Wb
sites before the CDA were as equally accessible as the nost
popul ar Wb sites, will be profoundly affected by the Act. This
change would result in an Internet that mrrors broadcasting and
print, where econonic power has becone relatively coterm nous

wi th influence.

Perversely, comercial pornographers would remain
relatively unaffected by the Act, since we |earned that nost of
them al ready use credit card or adult verification anyway.
Commer ci al pornographers normally provide a few free pictures to
entice a user into proceeding further into the Wb site. To
proceed beyond these teasers, users nust provide a credit card
nunber or adult verification nunber. The CDA will force these
busi nesses to renove the teasers (or cover the nobst sal aci ous
content with cgi scripts), but the core, commercial product of
t hese businesses will remain in place.

The CDA's whol esal e disruption on the Internet wll
necessarily affect adult participation in the medium As sone
speakers | eave or refuse to enter the nedium and others
bowdl eri ze their speech or erect the barriers that the Act

envi sions, and still others renove bulletin boards, Wb sites,
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and newsgroups, adults will face a shrinking ability to
participate in the medium Since nmuch of the communi cation on
the Internet is participatory, i.e., is a formof dialogue, a
decrease in the nunber of speakers, speech fora, and perm ssible
topics will dimnish the worldw de dial ogue that is the strength
and signal achievenent of the nedi um

It is no answer to say that the defenses and excl usions
of 8§ 223(e) mtigate the disruptive forces of the Act. W have
al ready found as facts that the defenses either are not avail able
to plaintiffs here or would i mpose excessive costs on them
These defenses are al so unavailable to participants in specific
fornms of Internet conmunication

| am equal |y dubi ous that the exclusions of 8§ 223(e)
woul d provide significant relief fromthe Act. The "conmon
carrier"” exclusion of 8 223(e)(1), for exanple, would not
insulate America Online fromliability for the content it
provides to its subscribers. It is also a tricky question
whet her an America Online chat room devoted to, say, wonen's
reproductive health, is or is not speech of the service itself,
since Anerica Online, at |least to sone extent, "creat[es] the
content of the comrunication" sinply by making the room avail abl e
and assigning it a topic. Even if Anerica Online has no

liability under this exanple, the service mght legitimtely
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choose not to provide fora that led to the prosecution of its
subscribers. Simlarly, it is unclear whether nmany caching
servers are devoted "solely" to the task of "internediate
storage". The "vicarious liability" exclusion of 8§ 223(e)(4)
woul d not, for exanple, insulate either a college professor or
her enployer fromliability for posting an indecent online
readi ng assignnent for her freshman soci ol ogy cl ass.

We nust of course give appropriate deference to the
| egi sl ative judgnents of Congress. See Sable, 492 U S. at 129;
Turner, 114 S. C. at 2472-73 (Blackmun, J., concurring). After
hearing the parties' testinony and reviewi ng the exhibits,
decl arations, and transcripts, we sinply cannot in ny view defer
to Congress's judgnment that the CDA will have only a m nimal
i npact on the technology of the Internet, or on adult
participation in the medium As in Sable, "[d]eference to a
| egislative finding cannot limt judicial inquiry when First
Amendrent rights are at stake." Sable, 492 U S. at 129 (citation
omtted). Indeed, the Governnent has not reveal ed Congress's
"extensive record" in addressing this issue, Turner, 114 S. C
at 2472 (Bl acknun, J., concurring), or otherw se convinced ne
that the record here is sonehow factually deficient to the record

bef ore Congress when it passed the Act.
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4. Diversity and Access on the Internet

Nearly eighty years ago, Justice Hol mes, in dissent,
wote of the ultinmate constitutional inportance of the "free
trade in ideas":

[ When nen have realized that tine
has upset many fighting faiths,
they may conme to believe even nore
than they believe the very
foundati ons of their own conduct
that the ultimte good desired is
better reached by free trade in

i deas -- that the best test of
truth is the power of the thought
to get itself accepted in the
conpetition of the market

Abrans v. United States, 250 U S. 616, 630 (1919) (Hol nmes, J.,

di ssenting).

For nearly as long, critics have attacked this nuch-
mal i gned "mar ket pl ace" theory of First Anmendnent jurisprudence as
i nconsi stent with economic and practical reality. Most
mar ket pl aces of nass speech, they charge, are domi nated by a few

weal thy voices. Mam Herald Publishing Co. v. Tornillo, 418

U S. 241, 248-50 (1974). These voices domnate -- and to an
extent, create -- the national debate. |1d. Individual citizens
participation is, for the nost part, passive. 1d. at 251.
Because nost people |ack the noney and time to buy a broadcast

station or create a newspaper, they are limted to the role of
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|listeners, i.e., as watchers of television or subscribers to

newspapers. 1d.

Economic realities Iimt the nunber of speakers even
further. Newspapers conpeting with each other and with (free)
broadcast tend toward extinction, as fixed costs drive
conpetitors either to consolidate or |eave the nmarketplace. |[d.
at 249-50. As a result, people receive information from
relatively few sources:

The elimnation of conpeting
newspapers in nost of our |arge
cities, and the concentration of
control of media that results from
the only newspaper's bei ng owned by
the sane interests which own a
television station and a radio
station, are inportant conponents
of this trend toward concentration
of control of outlets to informthe
publi c.

The result of these vast
changes has been to place in a few
hands the power to informthe
Aneri can peopl e and shape public
opi ni on.

Id. at 249.

The Suprenme Court has al so recogni zed that the advent
of cable television has not offered significant relief fromthis
probl em Al though the nunber of cable channels is exponentially
greater than broadcast, Turner, 114 S. C. at 2452, cable inposes

relatively high entry costs, id. at 2451-52 (noting that the
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creation of a cable systemrequires "[t]he construction of [a]
physi cal infrastructure").
Nevert hel ess, the Suprenme Court has resisted
governnmental efforts to alleviate these nmarket dysfunctions. |In
Tornillo, the Suprene Court held that market failure sinply could
not justify the regulation of print, 418 U S. at 258, regardl ess
of the validity of the criticisnms of that medium id. at 251.
Tornillo invalidated a state "right-of-reply” statute, which
requi red a newspaper critical of a political candidate to give
that candidate equal tine to reply to the charges. |d. at 244.
The Court held that the statute would be invalid even if it
i nposed no cost on a newspaper, because of the statute's
intrusion into editorial discretion:
A newspaper is nore than a passive
receptacle or conduit for news,
comment, and advertising. The
choice of material to go into a
newspaper, and the deci sions nade
as to limtations on the size and
content of the paper, and treatnent
of public issues and public
officials -- whether fair or unfair
-- constitute the exercise of
editorial control and judgment.

ld. at 258.

Simlarly, in Turner, the Suprene Court rejected the
Government's argunment that market dysfunction justified

deferential review of speech regul ations for cable television.
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Even recogni zing that the cable market "suffers certain
structural inpedinments”, Turner, 114 S. C. at 2457, the Court
coul d not accept the Governnent's conclusion that this
dysfunction justified broadcast-type standards of review, since
"the nere assertion of dysfunction or failure in a speech narket,
wi thout nore, is not sufficient to shield a speech regul ation
fromthe First Amendnent standards applicable to nonbroadcast
media." |1d. at 2458. "[L]aws that single out the press, or
certain elenments thereof, for special treatnent 'pose a
parti cul ar danger of abuse by the State,' and so are al ways
subject to at | east sonme degree of heightened First Amendnent
scrutiny." 1d. (citation omtted).% The Court then el oquently
reiterated that governnent-inposed, content-based speech
regul ations are generally inconsistent with "[o]Jur political
systemand cultural life":

At the heart of the First Amendnent

lies the principle that each person

shoul d decide for himor herself

the ideas and beliefs deserving of

expressi on, consideration, and

adherence. Qur political system

and cultural life rest upon this
i deal . CGovernnent action that

2/ Turner exanmi ned certain "must-carry" provisions under an

i nternedi ate scrutiny, since those |aws inmposed i ncidental
burdens on speech but did not directly regulate content. Turner,
114 S. C. at 2469. The Court remanded the case to the district
court without passing on the constitutionality of the nust-carry
provisions. 1d. at 2472.
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stifles speech on account of its
nmessage, or that requires the
utterance of a particular nmessage
favored by the Governnent,
contravenes this essential right.
Laws of this sort pose the inherent
risk that the Governnment seeks not
to advance a legitimte regul atory
goal, but to suppress unpopul ar

i deas or information or manipul ate
t he public debate through coercion
rat her than persuasion. These
restrictions "rais[e] the specter
that the Governnent may effectively
drive certain ideas or viewooints
fromthe marketpl ace.”

ld. (citation omtted).
Both Tornillo and Turner recogni ze, in essence, that

the cure for market dysfunction (governnent-inposed, content-

based speech restrictions) will al nost always be worse than the
di sease. Here, however, | am hard-pressed even to identify the
disease. It is no exaggeration to conclude that the Internet has

achi eved, and continues to achieve, the nost participatory

mar ket pl ace of mass speech that this country -- and indeed the

world -- has yet seen. The plaintiffs in these actions correctly

descri be the "denocratizing" effects of Internet conmunication

i ndividual citizens of limted neans can speak to a worl dw de

audi ence on issues of concern to them Federalists and Anti -

Federal i sts may debate the structure of their government nightly,

but these debates occur in newsgroups or chat roons rather than

in panphlets. Modern-day Luthers still post their theses, but to
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el ectronic bulletin boards rather than the door of the Wttenberg
Schl osskirche. Mre nmundane (but froma constitutional
perspective, equally inportant) dial ogue occurs between aspiring
artists, or French cooks, or dog lovers, or fly fishernen.

| ndeed, the Government's asserted "failure" of the
Internet rests on the inplicit prem se that too nmuch speech

occurs in that medium and that speech there is too available to

the participants. This is exactly the benefit of Internet
comuni cation, however. The Governnent, therefore, inplicitly
asks this court to limt both the amount of speech on the
Internet and the availability of that speech. This argunent is
prof oundly repugnant to First Anmendnment principles.

My exam nation of the special characteristics of
| nt ernet comruni cation, and review of the Suprenme Court's medi um
specific First Amendnment jurisprudence, |ead ne to concl ude that
the Internet deserves the broadest possible protection from
gover nment - i nposed, content-based regulation. If "the First
Amendrent erects a virtually insurnmountabl e barrier between
government and the print nedia", Tornillo, 418 U S. at 259
(Wiite, J., concurring), even though the print nediumfails to
achi eve the hoped-for diversity in the marketpl ace of ideas, then
that "insurmountable barrier” must also exist for a nmediumthat

succeeds in achieving that diversity. |[|f our Constitution
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"prefer[s] 'the power of reason as applied through public

di scussion'", id. (citation omtted), "[r]egardl ess of how

benefi cent - soundi ng t he purposes of controlling the press m ght

be", id., even though "occasionally debate on vital matters w ||
not be conprehensive and . . . all viewpoints nmay not be
expressed”, id. at 260, a nmediumthat does capture conprehensive

debate and does allow for the expression of all viewoints should
receive at |east the same protection fromintrusion

Finally, if the goal of our First Amendnent
jurisprudence is the "individual dignity and choice" that arises
from"putting the decision as to what views shall be voiced

largely into the hands of each of us", Leathers v. Medlock, 499

U S. 439, 448-49 (1991) (citing Cohen v. California, 403 U S. 15,

24 (1971)), then we should be especially vigilant in preventing
content-based regul ation of a mediumthat every mnute all ows

i ndividual citizens actually to make those decisions. Any
content - based regul ation of the Internet, no matter how benign

t he purpose, could burn the global village to roast the pig. Cf.

Butler, 352 U S. at 383.
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5. Protection of Children from Pornography

| accept without reservation that the Governnent has a
conpelling interest in protecting children from pornography. The
proposition finds one of its clearest expressions in M|, who
recogni zed that his exposition regarding liberty itself "is neant
to apply only to human beings in the maturity of their

faculties":

We are not speaking of children or
of young persons bel ow the age
which the law may fix as that of
manhood or wormanhood. Those who
are still in a state to require
bei ng taken care of by others nust
be protected against their own
actions as well as agai nst external
injury.

John Stuart MIIl, On Liberty 69 (Gertrude Hi mrel farb ed., Penguin

Books 1982) (1859), cited in Harry Kalven Jr., A Wrthy Tradition

54 (Jam e Kal ven ed. 1988).

This rationale, however, is as dangerous as it is
conpel ling. Laws regulating speech for the protection of
children have no limting principle, and a well-intentioned | aw
restricting protected speech on the basis of its content is,
nevert hel ess, state-sponsored censorship. Regulations that
"drive certain ideas or viewpoints fromthe marketplace" for

children's benefit, Sinobn & Schuster, 502 U. S. at 116, risk
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destroying the very "political systemand cultural life", Turner,

114 S. C. at 2458, that they will inherit when they cone of age.
| therefore have no doubt that a Newspaper Decency Act,

passed because Congress di scovered that young girls had read a

front page article in the New York Tines on fenmale genita

mutilation in Africa, would be unconstitutional. Tornillo, 418
U S. at 258. Nor would a Novel Decency Act, adopted after

| egi sl ators had seen too many pot-boilers in conveni ence store
book racks, pass constitutional nmuster. Butler, 352 U S. at 383.
There is no question that a Village G een Decency Act, the fruit
of a Senator's overhearing of a ribald conversation between two
adol escent boys on a park bench, would be unconstitutional.

Perry Education Ass'n v. Perry Local Educators' Ass'n, 460 U.S.

37, 45 (1983). A Postal Decency Act, passed because of
constituent conplaints about unsolicited |ingerie catal ogues,
woul d al so be unconstitutional. Bolger, 463 U S. at 73. 1In

t hese forms of conmunication, regul ations on the basis of decency
sinply woul d not survive First Anmendnent scrutiny.

The Internet is a far nore speech-enhanci ng medi um t han
print, the village green, or the nails. Because it would
necessarily affect the Internet itself, the CDA woul d necessarily
reduce the speech available for adults on the medium This is a

constitutionally intolerable result.
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Sonme of the dialogue on the Internet surely tests the
limts of conventional discourse. Speech on the Internet can be
unfiltered, unpolished, and unconventional, even enotionally
charged, sexually explicit, and vulgar -- in a word, "indecent"
in many comunities. But we should expect such speech to occur
ina mediumin which citizens fromall wal ks of life have a
voi ce. W should also protect the autonony that such a medi um
confers to ordinary people as well as nedia nmagnat es.

Moreover, the CDA will alnost certainly fail to
acconplish the Governnent's interest in shielding children from
por nography on the Internet. Nearly half of Internet
comuni cations originate outside the United States, and sone
percentage of that figure represents pornography. Pornography
from say, Ansterdamw ||l be no | ess appealing to a child on the
| nternet than pornography from New York City, and residents of
Anst erdam have little incentive to conply with the CDA #

My anal ysis does not deprive the Governnent of al

nmeans of protecting children fromthe dangers of Internet

comuni cation. The Government can continue to protect children

zl Arguably, a valid CDA would create an incentive for overseas

por nographers not to |label their speech. If we upheld the CDA
forei gn pornographers could reap the benefit of unfettered access
to Anerican audi ences. A valid CDA m ght al so encourage American
por nographers to relocate in foreign countries or at |east use
anonynous renailers fromforeign servers.
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from pornography on the Internet through vigorous enforcenent of
existing laws crimnalizing obscenity and child pornography. See

United States v. Thomas, 74 F.3d 701, 704-05 (6th Cr. 1995). As

we | earned at the hearing, there is also a conpelling need for
publ i ¢ educati on about the benefits and dangers of this new
medi um and the Governnent can fill that role as well. In ny
view, our action today should only nean that the Governnment's
per m ssi bl e supervi sion of Internet content stops at the
traditional |ine of unprotected speech.

Parents, too, have options available to them As we
| earned at the hearing, parents can install blocking software on
their hone conputers, or they can subscribe to commercial online
services that provide parental controls. It is quite clear that
power ful nmarket forces are at work to expand parental options to
deal with these legitimte concerns. Mre fundanentally, parents
can supervise their children's use of the Internet or deny their

children the opportunity to participate in the nediumuntil they

reach an appropriate age. See Fabul ous, 896 F.2d at 788-89
(noting that "our society has traditionally placed" these

deci sions "on the shoul ders of the parent").
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E. Conclusion

Cutting through the acronyns and argot that littered
the hearing testinony, the Internet nmay fairly be regarded as a
never - endi ng worl dwi de conversation. The Governnment nay not,
t hrough the CDA, interrupt that conversation. As the nost
participatory form of nmass speech yet devel oped, the Internet
deserves the highest protection from governnental intrusion

True it is that many find sone of the speech on the
Internet to be offensive, and am d the din of cyberspace nany
hear di scordant voices that they regard as indecent. The absence
of governmental regulation of Internet content has unquestionably
produced a kind of chaos, but as one of plaintiffs' experts put
it with such resonance at the hearing:

What achi eved success was the very

chaos that the Internet is. The

strength of the Internet is that

chaos. &

Just as the strength of the Internet is chaos, so the strength of
our liberty depends upon the chaos and cacophony of the
unfettered speech the First Anendnent protects.

For these reasons, | without hesitation hold that the

CDA is unconstitutional on its face.

Bl Testinony of March 22, 1996, at 167.
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IN THE UNI TED STATES DI STRI CT COURT
FOR THE EASTERN DI STRI CT OF PENNSYLVAN A

AVERI CAN CI VIL LIBERTIES UNI ON, : Cl VIL ACTI ON
et al. :

V.

JANET RENO, Attorney General of

the United States : NO. 96-963
AMERI CAN LI BRARY ASSCC. | : CIVIL ACTI ON
INC., et al. :

V.

UNI TED STATES DEP' T OF )
JUSTI CE, et al. ) NO. 96-1458

ORDER
AND NOW this 11th day of June, 1996, upon
consideration of plaintiffs' notions for prelimnary injunction,

and the nenoranda of the parties and anmici curiae in support and

opposition thereto, and after hearing, and upon the findings of
fact and conclusions of law set forth in the acconpanying
Adj udi cation, it is hereby ORDERED t hat:

1. The notions are GRANTED

2. Def endant Attorney General Janet Reno, and al
acting under her direction and control, are PRELI M NARI LY
ENJO NED from enforcing, prosecuting, investigating or review ng
any matter prem sed upon:

(a) Sections 223(a)(1)(B) and 223(a)(2) of the

Communi cat i ons Decency Act of 1996 ("the CDA"), Pub. L. No. 104-



104, § 502, 110 Stat. 133, 133-36, to the extent such
enf orcenment, prosecution, investigation, or review are based upon
al | egati ons other than obscenity or child pornography; and
(b) Sections 223(d) (1) and 223(d)(2) of the CDA
3. Pursuant to Fed. R Cv. P. 65(c), plaintiffs need

not post a bond for this injunction, see Tenple Univ. v. Wite,

941 F.2d 201, 220 (3d GCr. 1991), cert. denied sub nom Snider v.

Tenple Univ., 502 U S. 1032 (1992); and

4. The parties shall advise the Court, in witing, as
to their views regarding the need for further proceedings on the
|ater of (a) thirty days fromthe date of this Order, or (b) ten

days after final appellate review of this Oder.

BY THE COURT:

Dol ores K. Sloviter, C. J.
U S. Court of Appeals
For the Third Crcuit

Ronal d L. Buckwal ter, J.

Stewart Dal zel |, J.



